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Relentless and Ridiculous:  Understanding the New Normal of  
False Advertising Litigation Confronting Consumer Products Companies 

 
False Advertising Litigation is increasingly targeting consumer product companies, which are 
struggling to manage and mitigate this risk.  
 
The Legal Basis of False Advertising Litigation 
 
• These are cases brought under the consumer protection laws of particular states.  Some states 

have lower bars for bringing these cases than others, which is why you see so many of these 
cases being brought in California, New York, Florida, and Illinois, for example. 
  

• False advertising cases generally have the same kinds of elements, which can roughly be 
described as follows: 
 

o “You, manufacturer, said something on the product label or in your advertising, that a 
reasonable consumer would find false or misleading” 

o “That statement caused me and all the other purchasers to pay a higher price than I 
would have” (a.k.a. the price premium) 

o “Hundreds of thousands (or millions) of people who bought the product were duped 
the same way, so the court should let me represent them” 

o “Millions of dollars in damages, please!” 
 
The Dilemma Faced by Businesses Hit with False Advertising Litigation 

 
• Any publicity over the litigation risks confusing customers into thinking that a product is 

unsafe rather than advertised in some way that is arguably misleading. 
 

• Management is appropriately protective of its brand image and reputation, and that may lead 
to an attitude that it is better to win at any cost rather than risk eroding consumer confidence 
in the product or brand.  They are sensitive to suggestions that the company is duping its 
customers.  There can be chatter on social media, including a company’s channels, where 
rumors can be deliberately planted to stoke consumer fear and mistrust.   
 

• This attitude is most prevalent before management understands the true cost of defending this 
kind of litigation, which is easy to file, hard to get dismissed, and costly to complete 
discovery and motion practice.  Why?  Refuting allegations may require the introduction of 
facts.  Judges may be reluctant to dismiss a claim of “subjective deception” as a matter of 



law.  The same facts and arguments play differently with different judges.  Cases often 
require expensive experts to run consumer surveys, refute damages models, and explain the 
science or technology.  And any litigation -- particularly the discovery component – will take 
employees away from their daily work for days to collect and explain documents or serve as 
witnesses in depositions or hearings. 
 

• Management is further troubled by the special way that class action settlements must be 
handled.  A settlement only buys peace from any other lawsuits from those purchasers for 
that kind for that kind of claim for the period in question.  It requires court approval and a 
special kind of notice to the members of the class.  Just as offensive to management, the 
plaintiffs’ attorneys often seek a quarter to a third of the pot.    
 

Two Kinds of Plaintiffs’ Lawyers Bringing False Advertising Litigation 
 
The two types of settlements – class-wide and individual -- prompt basically two types of 
business models by the plaintiffs’ lawyers: venture capitalists and serial settlers.  
 
• The venture capitalists will bring 10-20 cases and expect to lose most of them, but one or two 

multimillion-dollar settlements will more than make up for the losses.  They will send 
prelitigation letters as needed to comply with statutes, but they are aggressive litigators who 
will not hesitate to file suit. 
 

• The serial settlers send pre-litigation letters seeking small pay offs.  They exploit the threat 
and expenses of class action litigation.  They raise allegations just plausible enough to 
survive a motion to dismiss.  And they will almost always saturate entire sectors with similar 
letters. In other words, if your company got a letter saying that your product was mislabeled, 
you can be fairly sure that your direct competitor saying the same thing on their label got one 
of these letters too. 
 

• From a strategic standpoint, therefore important to know who’s on the other side of the 
prelitigation demand letter.  Is it someone who is going to litigate no matter what you say?  Is 
it someone who can be persuaded that their allegations of deception have nothing to it and 
can be persuaded to walk away?  Is it someone who wants to make a deal quietly and 
quickly?  Or is it someone who will file their lawsuit no matter what, so it’s not worth your 
time responding? 
 

 
Triggers for False Advertising Class Action Litigation 
 
• Regulatory action, such as warning letters from the FTC or the FDA are good examples.   

 
• News stories, competitor actions, or anything trending on social media. 
 
• Specific types of advertising claims: 
 

o 100% or “entirely” or “all” 
o Natural and its cousins, like “no artificial --something” (colors, preservatives, 

chemicals, flavors and so on)  



o Healthy or Wholesome 
o Origin (e.g., Made in USA where only partly in US)  
o Hero ingredients with overstated benefits 
o “Made with real __” when an ingredient is processed in some way 
o Forensic testing reveals! 
o Environmental claims (“sustainable” or “green”) or even social responsibility labeling 

(e.g., Ben & Jerry’s accused of having its “happy cows” living in poor conditions in 
factory farms). 

o Slack fill (i.e., misleading claims about the volume of product inside) 
 

 
Strategies for Managing Risk  
 
• Stay alert and up to date.  Know what labels are on the market at all times. 

 
o Pay attention to litigation trends. Litigation trends turn on a dime.  Claims that were 

less risky last year may be next month’s theory du jour 
o Monitor social media, blogs, customer complaints, etc. for early insights and 

opportunities to get ahead of an issue 
 

• Consider industry wide risk.   
 

o It’s not enough to say “Everybody Else is Doing It” 
o Understand where you fit.  Are you the most aggressive in your sector?  The least?  In 

other words, are you the easiest target or the hardest for the other side? 
 

• Ensure collaboration between marketing and legal to facilitate early review.  Silos and “last 
minute” clearance requests lead to increased litigation exposure and bad blood. 

 
o Consider having your marketing team learn about the litigation landscape.  Every 

time a marketing team starts to appreciate these issues, they can bring their creativity 
to bear and be true allies in managing the risk together with legal. 
 

• When litigation is threatened, be objective.  
 

o Substantiation:  What will we be able to say about whether this product performs as 
promised, or works the way we say it does?  How strong is the backup? What would 
it look like if on the front page of USA Today or the NYT?    

o Can We Shrink the Target?  Can you make the same point in a less risky way?  e.g. 
“100% Natural” vs. “Natural” vs. “With natural oils” 

o Fight or flight?  Are we prepared to go to war to protect the claim?  Settle quickly?  
Fight then settle? 

o Most importantly, get legal involved early, to protect this work with the privilege. 
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• What do Junior Mints, Mosquito Beater Insect Repellant, Kevita 
Probiotic Drinks, and Prenatal Vitamins, have in common?   

o Each was the target of a consumer class action alleging false 
advertising in a typical two week period in 2017.  

• How about Ben & Jerry’s Icecream, Kerrygold Irish Butter, and 
Canada Dry Ginger Ale? 

o This is a snapshot of products challenged over the course of a 
few weeks in 2018. 

• How about Siracha, Nature’s Recipe Cat Food, corn chips, and West 
Tek Duffel Bags?     

o These are some of the products that were the target of false 
advertising class actions in just the first 10 days of 2019. 

• Every consumer product category is being bombarded with these 
cases:  consumer electronics, food & beverage, hardware, clothing, 
pet food, household cleaners, personal care. The list goes on and on. 

 
• So what’s the takeaway?  Is the sky falling?  Certainly not. But this is 

the new normal.  If you are a manufacturer of a consumer facing 
product, the odds are, litigation like this is not a matter of if but when. 

• Which means, false advertising litigation is just another business risk 
to be managed, mitigated, and optimized. 

• Today we’re going to take a closer look at the landscape, including 
the incentives of the players who bring these cases, the resources 
they can tie up, and some tips and considerations for how a business 
might implement some systems to manage this risk. 
 

1. Basics of Deceptive Advertising Cases 
 

a. Let’s review the basics of consumer fraud litigation. Don’t worry, 
we are not going to get into the weeds of Rule 23 today. 

b. A class action permits one or a few plaintiffs to represent many 
individuals in a single lawsuit against a defendant.  Millions of 
plaintiffs can make up one class.  Damage amounts can get 
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into the tens or hundreds of millions or even billions.  It can 
span fifty states or a subset of states.  It can last for years, even 
decades.   The basic theory of a class action is that there are 
enough common issues that it is more cost effective, efficient, 
and good for public policy to litigate all the claims together 
using  representative evidence and a representative plaintiff 

c. These are cases brought under the consumer protection laws 
of particular states.  And the laws are different. Some states 
have lower bars for bringing these cases than others, which is 
why you see so many of these cases being brought in 
California, New York, Florida, Illinois, and others.  And of 
course those states have larger populations, which potentially 
means a bigger payday for the plaintiffs if a class gets certified.  
Plaintiffs usually file in the court they think is most favorable to 
them and there may be copycat suits that follow days weeks or 
months later.   

d. But those differences aside, false advertising cases generally 
have the same kinds of elements.  And they go something like 
this: 

i. “You, manufacturer, said something on the product label 
or in your advertising, that a reasonable consumer would 
find false or misleading” 

ii. “That statement caused me and all the other purchasers 
to pay a higher price than I would have” (a.k.a. the price 
premium). After all, if you weren’t trying to get people to 
buy your product with that statement, why put it on the 
label? 

iii. “Hundreds of thousands (or millions) of people who 
bought the product were duped the same way, so the 
court should let me represent them” 

iv. “Millions of dollars please!” 
e. That’s basically it.  In many cases, the first sign you are going 

to face a class action is the receipt of a letter, called a pre-
litigation demand letter, which states the nature of the claims 
against the company and threatens to bring a lawsuit within a 
certain number of days.  In some states, these letters are 
required before they can file a lawsuit.  These letters mean 
different things to different plaintiffs attorneys, again, depending 
on their business model.  More on that in a few minutes.    
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f. When people hear about the products that are challenged in the 
cases I handle, whether it’s shampoo, or an over the counter 
medicine, or a television, the first thing they ask is “oh what’s 
wrong with it? Should I stop using it?”  The answer is usually of 
course not.  

i. That’s because deceptive advertising cases present a 
very different kind of theory than a products liability claim.  
Generally speaking, we aren’t talking about injuries or 
toxic products.  

ii. And this is one of the most difficult things for business 
stake holders to understand about these deceptive 
advertising cases.  They involve products that are usually 
safe, useful, and beloved by customers, who may buy 
these products over and over again because they are 
great, but still result in litigation exposure of millions of 
dollars. 
 

2. Costs of Litigation 
 

a. So let’s talk about the money. A central goal of the plaintiffs’ 
lawyers who bring these cases: settlement, with as many zeros 
attached as they can manage.  Settlement come in two basic 
flavors: classwide and individual. 

i. When a lawsuit is settled with the whole class of people 
who purchased a mass-produced product, you are buying 
peace from any other lawsuits from those purchasers for 
that kind for that kind of claim for the period in question.  
You need a court’s permission, and you need to send 
notice to the members of the class.  This kind of 
settlement can escalate into the millions of dollars – and 
the plaintiffs’ attorneys will seek a quarter to a third of the 
pot.    
Examples:  In 2017 The Honest Company which makes 
sunscreens and shampoo and dish soap settled a case 
alleging their products were deceptively marked as 
natural for $7.35 million.  Red Bull settled a case alleging 
that the slogan “red bull gives you wings” is misleading 
about caffeine content for 14 million - the attorneys in that 
case walked away with $3.4 million in fees.  The attorneys 
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alleging that StarKist underfilled its tuna cans took home 
nearly $4 million from a $12 million settlement.   

ii. And let’s not forget that there are other costs to fighting a 
lawsuit.   

1. Fees for defense attorneys like me  
2. Experts to run consumer surveys, refute damages 

models, or explain the science or technology,  
3. Discovery is burdensome on business, taking 

people away from their daily work for interviews and 
depositions sometimes for days, or to explain or 
collect documents.  The costs of collecting, hosting, 
reviewing documents for privilege and 
responsiveness are substantial, though there are 
increasing opportunities to use technology and AI to 
make the process more streamlined. 

4. Then there are the reputational smears and impact 
on the brand halo. Sometimes unsophisticated 
media outlets spreading the plaintiffs’ version of the 
story on the theory that where there is smoke there 
is fire and spreading the suggesting that the 
company is duping its trusting customers.  There 
can be chatter on social media, including your 
channels, where rumors sometimes deliberately 
planted, stoke consumer fear and mistrust and go 
viral.   

5. If the business decides to change the label as a 
result of the lawsuit, there are the costs of 
rebranding, and relabeling. 

iii. At the other end of the spectrum are the individual 
settlements, which only buy peace with one individual.  
These settlements can vary from a few thousand up to 
seven figures.  These are usually confidential and resolve 
matters quickly, but you aren’t protected from the next 
guy walking the door with an identical complaint in hand. 

b. These two types of settlements, classwide and individual, 
prompt basically two types of business models by the plaintiffs’ 
lawyers: venture capitalists and serial settlers.   

i. The venture capitalists will bring 10-15-20 cases and 
expect to lose most of them, but one or two multimillion 
dollar settlements will more than make up for the losses.  
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They will send prelitigation letters as needed to comply 
with statutes but they are aggressive litigators. 

ii. Then there are the serial settlers.  They send pre litigation 
letters seeking low dollar pay offs.  They exploit the threat 
and expenses of class action litigation.  They raise 
allegations just plausible enough to survive a motion to 
dismiss.  And they will almost always saturate entire 
sectors with similar letters. In other words, if your 
company got a letter saying that your product was 
mislabeled, you can be 100% sure that your direct 
competitor saying the same thing on their label got one of 
these letters too. 

iii. And to be clear, many of these plaintiffs lawyers do not 
see themselves a negative light.  They see themselves as 
private regulators. They believe, or say they believe, that 
public regulators are unwilling or lack resources to 
enforce false advertising laws, and it’s up to them to save 
unwitting and gullible consumers from cynical and 
exploitative marketing.  

iv. From a strategic standpoint: it’s therefore important to 
know who’s on the other side of the prelitigation demand 
letter.  Is it someone who is going to litigate no matter 
what you say?  Is it someone who can be persuaded that 
their allegations of deception have nothing to it and can 
be persuaded to walk away? That does happen.  Is it 
someone who wants to make a deal quietly and quickly?  
Or is it someone who will file their lawsuit no matter what, 
so it’s not worth your time responding. 

v. It is also important to understand another key feature of 
the plaintiffs’ business models, whether it’s a venture 
capitalist or a serial settler:  99 times out of 100, it was the 
plaintiffs’ lawyers -- not the consumer -- who came up 
with the theory of why a company has done something 
wrong with their labeling.  They then go out and recruit 
consumers who bought the product -- or who say they 
bought the product -- to be named plaintiffs.   

vi. And then these recruited consumers, the people who are 
named as the plaintiffs in the case -- more often than you 
might think -- don’t know much about the case at all.   
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1. I was once at a deposition of a named plaintiff who 
did not realize that the plaintiff’s lawyer represented 
her.  

2. And I’ve taken depositions where it becomes very 
clear that even though the plaintiff swears under 
oath multiple times that he bought the product in 
question, it turns out based on the packaging they 
describe, or the place they say they bought the 
product, that they bought a different product 
entirely, and one that has nothing to do with the 
lawsuit. 

3. The implications of the lawyers creating these 
lawsuits and recruiting consumers to front them are 
complicated.  On the one hand, these plaintiffs’ 
lawyers are effectively predators in the marketplace 
who purport to speak for your company’s 
customers.  And they may or may not have a real 
consumer who was really upset.  But on the other 
hand it doesn’t really matter whether your 
customers are genuinely upset, because these 
lawyers do on their behalf can and will have an 
impact on your resources and potentially on the 
brand and ultimately, your customers 

 
3. Triggers for Deceptive Advertising Class Action Litigation 

 
a. Generally speaking, these litigation trends dovetail with 

consumer trends.  Armed with strategies form the tobacco 
playbook, these attorneys have built on -- and fanned - a 
culture of distrust for manufacturers, for science, and for 
institutions.   

b. Class actions often follow on the heels of regulatory action, like 
a warning letter from the FTC or the FDA or a state attorney 
general.  But they sometimes blow up over the news, or a 
competitor action, or something trending on social media.   

i. The Subway deceptive advertising litigation over whether 
their footlong subs were really a foot long, blew up after 
an Australian teenager posted a picture on his facebook 
page and it went viral. 
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ii. When the New York AG released DNA tests of dietary 
supplements, consumer lawsuits piled up raising the 
theory that supplements were falsely advertised. 

iii. When Bloomberg news wrote an article about an FDA 
approved anticaking agent in grated cheese, nearly fifty 
class action lawsuits were filed seemingly overnight 
alleging that “100% grated parmesan cheese” was 
deceptive. 

iv. A report from the national resources defense counsel on 
energy efficient televisions prompted lawsuits against all 
three manufacturers identified in the report. 

v. The Federal Trade Commission opened an investigation 
into whether the immunity claims on rice krispies were 
justified - that led to consumer litigation. 

vi. The National Advertising division of the Better Business 
Bureau concluded that Crest toothpaste’s claim “relief 
within minutes” was unfounded - and lawsuits followed. 

vii. And on and on. 
 

4. Trending Theories.  Theories come and go, but here some of the 
big ones. 

 
a. 100% anything. 

i. 100% or “entirely” or “all” is a frequent labeling target 
because plaintiffs only have to concoct some kind of test 
or factual support that purports to show some non zero 
amount of something else.  You say these throws are 
100% cashmere? Well I have run a test that shows 
another fiber is present. Never mind that it’s the wrong 
test, or that the test is picking trace amounts that are 
actually meaningless.  Those are concerns to be litigated 
down the road - after expensive discovery. 
 

b. Natural and its cousins, like “no artificial --something” (colors, 
preservatives, chemicals, flavors and so on.) 

i. There is probably no labeling claim that is more targeted 
in the world of CPG litigation. Skin moisturizers, bug 
spray, laundry detergent, potato chips.  Most companies 
have dropped or limited its use of the word natural as a 
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result - it’s just too large a target, even when the company 
is entirely justified in using that word.  

ii. The key reason for this is that “natural” is not a defined 
term – with some exceptions – and so plaintiffs just have 
to come up with a theory of what they thought natural 
meant and how that theory duped them.  

1. GMO crops or processing aids somewhere in 
production chain even if there is not any genetically 
modified material in the product itself.  Citric acid 
made from GMO beets, for example, is chemically 
indistinguishable from citric acid made from non 
GMO crops. 

2. more than minimal processing 
3. trace processing aids, ingredients, toxins, 

pesticides, (e.g. canola oil).  There has been a huge 
boom in lawsuits alleging that foods labeled as 
natural or healthy contain low levels of glyphosate, 
an ingredient in the herbicide round up, or 
insecticides. And that the presence of even tiny 
levels of those chemicals renders the products 
mislabeled. 

4. The ingredient in the shampoo or the soda has lots 
of syllables, so it just sounds unnatural 

5. “dual use” – e.g ascorbic acid as flavorant vs. 
preservative.  The plaintiff says - you said no 
artificial preservatives.  The manufacturer says, uh 
uh, we’re not using it as a preservative, but to 
impart flavor.  The court says, see you in discovery. 

c. Healthy or Wholesome 
i. Plaintiffs are challenging either the notion that a product is 

healthy or wholesome, either because it says so using 
words like “healthy” wholesome or “nutritious” but 
includes ingredients that aren’t.  Or the label doesn’t say 
that word but implies the product is healthier than it is buy 
overstating the positive attributes of the healthy 
ingredients.  Or maybe the healthiness is debated, like 
coconut oil. 
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d. Origin -  

i. Made in USA (where only part of manufacture or 
ingredients are sourced in US), violation of FTC’s “Made 
in USA” guidance 

ii. Beers that used to be imports that are now brewed 
domestically   

iii. Local 
iv. Relatedly, how things are made.  Are they labeled as 

“hand made” or “hand crafted”?  If your product is mass 
marketed but labeled as handmade, that can make your 
product a target. 
 

e. Hero ingredients.  The allegation is that the presence of a 
featured ingredient in your antiperspirant or toothpaste or soda 
has an overstated benefit, or customers would have to use 
unrealistic amount to get the implied benefit, or touting hero 
ingredients when the science is up in the air.  Relatedly, a claim 
that a product is “made with real __” can be a target if the 
ingredient is processed in some way.  Made with real ginger 
(where the ginger was an extract), made with egg whites, when 
the ingredient was a powdered egg white are examples of 
claims that have survived motions to dismiss. 
 

f. Forensic testing reveals! 
i. Tests supposedly demonstrate either the absence of 

something good or the presence of something bad (too 
much sugar, not enough ginkco, trace amounts of heavy 
metals, etc.)  Again, these cases tend to be fights over 
whether the test was correct, but that is a fight for later in 
the case. 
 

g. Environmental claims - “sustainable” “ green” , environmentally 
friendly”, or violations of guidance from the Federal Trade 
Commission on terms like this.  The theory here is that the 
manufacturer is being accused of something called 
“greenwashing” where the product is being touted as 
environmentally friendly but the reality is different. 
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h. Relatedly, Consumer social responsibility labeling can also 
trigger lawsuits.  Ben & Jerry’s was sued over allegations that 
some of its “happy cows” are actually housed in poor conditions 
in factory farms.  A leading producer of eggs was sued for the 
claim of “cage free with outdoor access” when the chickens 
were living in a large open air barn.   
 

i. Slack fill - this is the argument that the packaging of a product 
falsely implies that the volume of product inside is greater than 
it actually is.  This theory was surging a couple years ago and 
for a while it was neck and neck with natural claims as a 
popular theory that was surviving motions to dismiss for a wide 
variety of products, including dry goods, personal care, coffee 
drinks, and theater candy. Fortunately, some of these claims 
are starting to lose traction in the courts after expensive fights, 
with courts denying class certification in several cases in 2018. 
One important jurisdiction, California, just changed its laws on 
slack fill claims, but there are enough multimillion dollar 
settlements out there that the theory won’t die out completely. 
 

j. Hypertechnical labeling rules as deception or even simple 
mistakes that don’t matter to regular consumers because it’s 
buried on the back of the label somewhere. 
 

k. Even ridiculous claims can lead to exposure.  No, Beggin Strips 
do not contain real bacon.  But that was the lawsuit.  Nutella 
has the same nutritional value as a candy bar, but a 
commercial where a mom fed their kids whole grain waffles 
spread with Nutella was the basis of a lawsuit.   

l.  
m. Businesspeople typically perceive this type of litigation to be 

frivolous and sometimes struggle to reconcile the fact that these 
cases may require substantial resources to defend even when 
the allegations seem absurd.  

• This can be one of the most difficult challenges that in 
house counsel faces: explaining why something so 
seemingly stupid still needs to be taken very seriously.  

o These cases are cheap and easy to file, and the 
laws are permissive. There may be hurdles to 
defeating claims at the outset of a case (and before 
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expensive discovery commences) on a motion to 
dismiss: Refuting the allegations may require the 
introduction of facts.  Some judges may be reluctant 
to dismiss a claim of subjective deception as a 
matter of law, and some facts and arguments may 
hit different judges in different ways.  

• And let’s be very clear here.  The broad majority of these 
deceptive advertising cases are ridiculous and in some 
ways insulting.  Most reasonable consumers are not 
being deceived by the labels that are being challenged, 
and would have bought the product again if the statement 
that the plaintiffs claim is deceptive was never on there to 
begin with.  And if the company chooses to push through 
discovery to summary judgment or trial, there are a lot of 
opportunities to defeat these claims or defeat class 
certification, and send a message that the company is not 
an easy target.   And what kinds of strategies you can 
implement to aggressively defeat one of these cases in 
the courtroom is a topic for another day.   

• But the thing to understand is that vindicating the 
rightness of your position -- that your consumers are 
getting good value for what they paid for and that how 
your product is labeled or advertised would never mislead 
reasonable consumers, can be expensive.  And plaintiffs 
lawyers bank on the bet that a company will simply pay 
rather than go through the hassle and expense of 
showing that they were right to begin with. 
 

5. Strategies for Managing Risk  
 

a. Not if, when.  Have a strategy and think through these issues 
before hand 
 

i. Be objective.  Acknowledging the risk means you can 
come up with a strategy and optimize the risk.  Ask 
yourself - could this backfire in some way?  I like to think 
about labeling claims through the lens of a very cranky 
teenager, the hypertechnical annoying teenager who 
nitpicks.   
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ii. Substantiation:  This comes in two parts: First, what will 
we be able to say about whether this product performs as 
promised, or works the way we say it does?  How strong 
is the backup? What would it look like if on the front page 
of USA Today or the NYT?   Note: Reliance on supplier 
representations/certifications is complicated.  Sometimes 
you have to dig further than just your supplier’s say so.  
Second, you want to put all your substantiation for a 
claim, whether it’s a performance test, or a clinical trial, or 
scientific literature, into a consolidated, easy to grab file.  
This way if a plaintiff does come forward, you and your 
legal team can quickly determine how solid your footing 
is, and can evaluate whether it makes sense to send the 
plaintiff some of those materials in an effort to either 
persuade them to walk way or in certain circumstances, to 
set up an argument that under Rule 11, these lawyers are 
on notice that there is no factual basis for their claim. 
 

iii. Can We Shrink the Target?  Can you make the same 
point in a less risky way?  e.g. “100% Natural” vs. 
“Natural” vs. “With natural oils” 
 

iv. Fight or flight?:  Are we prepared to go to war to protect 
the claim?  Settle quickly?  Fight then settle? 
 

v. And perhaps importantly, get legal involved early, so 
some of these analyses can take place under privilege. 
 

b. Stay alert and up to date.  Know what labels are on the market 
at all times. 

i. Pay attention to litigation trends. Litigation trends turn on 
a dime.  Claims that were less risky last year may be next 
month’s theory du jour.  That phrase “100% grated 
parmesan cheese” at the center of 50 lawsuits after the 
Bloomberg news article had been on labels for nearly 
thirty years without anyone thinking it was slightly 
deceptive.   

ii. Monitor social media, blogs, customer complaints, etc for 
early insights and opportunities to get ahead of an issue.  
Also, you should be aware that sometimes the more 
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unscrupulous plaintiffs lawyers will plant consumer 
complaints ahead of the lawsuit to create a record 
showing that the company “knew” of the problem.  It’s a 
dirty trick, entirely unethical, and hard to prove.  
 

c. Consider industry wide risk.  It’s not enough to say “Everybody 
Else is Doing It So Why Can’t We?” 

i. All that means is that you will be sued or get a threatening 
letter all at the same time.  Diet sodas, energy efficient 
televisions, toothpastes - if one is sued the others making 
the same claims will likely be sued also. 

ii. But, understanding where you fit into the category is 
important.  Are you the most aggressive in your sector?  
Middle of the road?  Are you the most conservative That 
will be helpful to understand if a plaintiffs’ lawyer comes 
knocking.  

iii. Also, just because you think it’s impossible for anyone to 
make a claim with enough substantiation, doesn’t mean it 
isn’t possible.  Maybe you challenge them someday on it 
as part of an aggressive strategy, which brings its own 
risks, but going ahead and making an unsubstantiated 
claim because others are doing the same is high risk. 
 

d. Collaboration between marketing and legal and early review will 
reduce the risk.  Silos and “last minute” clearance requests 
leads to increased litigation exposure and bad blood and 
accusations that the marketing department is a bunch of 
cowboys and legal is the department of no. 

 
e. Most of all, consider having your marketing team learn about 

the litigation landscape.  After all, there is a lag time between 
when a product goes into the market and when a lawsuit is filed 
over it.  And what actually happens in those lawsuit -- did they 
settle and if so, was it classwide, was the case dismissed -did 
they defeat class certification, did it go to trial  -- is often 
invisible to the marketing team.  And every time a marketing 
team starts to appreciate these issues, they can bring their 
awesome creativity to bear and be true allies in managing the 
risk together with legal. 
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Playing With Fire: When Companies Discover Social Media 

Summary 
 
Social media can be a powerful tool for companies to help build relationships with their 
customers and employees.  However, with the benefits of this social media come corresponding 
risks.   
 
Greatest Areas of Legal Risk 
 
The world of social media is emerging and changing rapidly, and therefore the law applied to 
social media and the risks for your company are evolving as well.  Here are three of the greatest 
risks your company is likely to face in today’s legal landscape on social media: 
 

1) Posting on social media can create corporate speech and potential liability. 
2) Posting on social media can lead to claims of false advertising or other state law 

commercial speech claims. 
3) Restricting employee use of social media may run afoul of labor law protections. 

 
How might these risks materialize at your company? 
 
There are many ways these legal issues might arise, but here are some typical situations that 
most companies are likely to experience in some way: 
 

• An employee posts something on social media complaining about or otherwise 
disparaging your company that you would like to have removed or result in negative 
employment consequences.   

o Your restriction or negative reaction may trigger a claim under labor laws that 
protect an employee’s concerted activity. 

• Your Marketing Department posts comments about the superiority of your products or 
services, knocks down the competition, or otherwise makes a claim about the company 
on your corporate social media accounts that may not be fully substantiated. 

o Unsubstantiated comments such as these may constitute corporate speech and 
draw a claim of libel or false advertising. 



• Your Marketing Department directly or indirectly solicits comments, reviews or 
endorsements about your products or services on your corporate or outside social 
networks without appropriate disclosures. 

o This could lead to a false advertising claim or enforcement and/or fines imposed 
by the Federal Trade Commission (FTC). 

 
 
What can you do to protect your company? 
 
The first line of defense to protect against the legal risks of social media is to have a well-crafted 
social media policy in place.  A good social media policy should provide clear guidelines to 
employees on what is appropriate to post about the company on social networks, both the 
company’s official social media outlets as well as employees’ personal accounts.  A strong 
policy will accomplish the following objectives: 
 

1) The policy should be both comprehensive and evolving.  The world of social media is 
changing and expanding and you don’t want a policy that fails to cover all relevant social 
media platforms or that becomes obsolete with changing technology, therefore leaving 
your company unable to enforce the policy against unforeseen harmful social media use 
and potentially exposed to liability. 

2) The policy needs to be specific to the ways in which your company and its employees use 
social media, functioning as a hands-on, how-to guide.  It should let your employees 
know exactly what information they are permitted and not permitted to disclose and on 
what platforms. 

3) The policy should inform employees that their social media posts mentioning the 
company or its services may qualify as advertising and therefore must be truthful and not 
deceptive, backed up by evidence if the posts involve a claim, and cannot be unfair. 

4) The policy should not contain overbroad provisions that might render it illegal or 
unenforceable, such as one that broadly prohibits employees from sharing confidential 
information online or making disparaging or false comments about the company without 
specifics.  Such a broad policy may be seen as infringing on protected employee activity 
under applicable labor laws. 

5) The policy needs to be reviewed at least annually to ensure that it is up-to-date and that 
your employees are complying with it.  Most likely you will need to update your policy 
upon this review to keep up with technology, the law, or recent decisions by regulators 
such as the FTC.  You may want to enlist the help of outside lawyers to conduct your 
social media policy review and help revise as law firms with this area of expertise have 
the benefit of seeing many policies from different clients in different industries and have 
the benefit of this collective knowledge to best inform your company’s policy. 

 
 
 
 
 
 
 



 
 

Playing With Fire: When Companies Discover Social Media 
Full Presentation 

 
Like many others, the fictional company where you work, Faster Airlines, has discovered 

social media platforms as powerful tools to build relationships with its customers and employees 
online.  But just like fire, these tools can be dangerous.  As an in-house lawyer, you’ll need to be 
prepared as your company learns how to handle social media. 

Today, we are going to talk about some of the legal issues that social media raises and 
suggest some best practices for companies choosing to use it. By the end of this program, you’ll 
be able to spot the most common traps for the unwary arising from your company’s use of social 
media and to advise your company how best to avoid them. 

Why are in-house lawyers concerned about social media?  Because social media is 
literally everywhere in life and in business.  To illustrate, rather than thinking about your 
company, think about yourself:  

How many of you have at least one social media account? 

How many of you use at least one of your social media accounts weekly?   

Daily? 

How many of you use social media for your company or as part of your company’s 
business? 

Now, if I had asked you these questions 10 years ago – even 5 years ago – I’m sure your answers 
would have been very different.  In fact, when Pew Research Center began tracking social media 
adoption in 2005, just 5% of American adults used at least one of these platforms. By 2011, that 
share had risen to half of all Americans, and today almost 70% of us use some type of social 
media.  It is estimated that there were around 2.8 billion social media users around the globe in 
2017, up from 1.91 billion in 2014. 

Why are companies using social media?  Because they want to be where their customers 
and employees are, and social media platforms present a powerful opportunity for companies to 
build relationships with those customers and employees online. Using social media to market and 
promote your business can be an extremely effective and efficient model to reach your target 
audience because social media is readily accessible and cost effective, reaches a large audience 
instantly and is increasingly becoming the norm for companies in all industries.  These are all 
great reasons your company should take advantage of the marketing and promotional capabilities 
that social media offers.  But companies, and those who lead them, should be aware of the 
developing legal issues surrounding social media usage and take steps to ensure that your 
company is abiding by social media best practices to protect the company as it engages with its 
customers and employees on-line.   



Today, we will focus on three areas of legal risk.  The first is that posting on social media 
can create corporate speech and potential liability issues for your company.  A company can be 
held to what it or its employees post on social media and the contents of those posts can be used 
against the company.  This means that a company’s posts could be used to support claims of libel 
or defamation, or used against the company in a current or future litigation.  Developing case law 
suggests that what a company posts can be discoverable and used as evidence in litigation, for 
example, to establish the company’s knowledge, to contradict internal company documents or 
testimony, or as an admission by the company. 

The second area of legal risk is that posting on social media can lead to claims of false 
advertising or other state law commercial speech claims.  When using social media to advertise, 
a company needs to comply with the Federal Trade Commission or “FTC” disclosure guidelines.  
The FTC is the agency that, among other things, protects consumers from unfair or deceptive 
advertising.  Basic rules of advertising law apply to online ads, including those disseminated 
through social media: 

Advertising must be truthful and not misleading;  

Advertisers must have evidence to back up their claims (a/k/a “substantiation”); and  

Advertisements cannot be unfair. 

According to the FTC, disclosures that are required to prevent an advertisement from being 
deceptive, unfair, or otherwise violative of a Commission rule, must be presented “clearly and 
conspicuously.” 

So, when are disclosures usually required?  One situation is where the company has a 
relationship with a third party who is recommending or endorsing the company, its products or 
services.  And that can mean anytime you give the endorser anything of value including 
something: 

Monetary 

A free sample of a product/service 

A gift card or coupon 

And even an entry to a contest to win a prize 

The FTC closely scrutinizes how companies use paid or sponsored endorsers (be it digital 
influencers or bloggers or advertising agencies, so be mindful of disclosures required with any 
advertisement or promotion disseminated by an endorser for you). Because what you or your 
employees put out there on the company’s social media is for the world to see, make sure your 
content is accurate, truthful and not misleading, and that it is accompanied by any disclosures 
that may be required. 

The third area of legal risk is when a company seeks to restrict the social media activity 
of its employees.  While companies can have social media policies that place certain restrictions 



on what employees can post on social media – both on the company’s social media and on their 
own personal social media if other employees can view their posts – the company must take care 
to ensure that these restrictions do not violate its employees’ right to engage in protected activity 
as employees. 

The National Labor Relations Act (“NLRA”) protects your employees’ right to engage in 
concerted activity for the purpose of collective bargaining or other mutual aid or protection, and 
Section 7 of NLRA can render your company’s social media policy illegal and unenforceable if 
it unduly restricts your employees’ ability to engage in protected activity. Accordingly, you need 
to make sure that your company’s social media policy complies with the NLRA’s requirements 
to the extent it governs the activities of your employees. 

Apart from having a social media policy to help manage the legal risks associated with 
social media, it’s also important to conduct regular audits to ensure that your company’s policy is 
up-to-date and being followed.  Often, in-house lawyers look to experienced outside lawyers to 
help them create their company’s social media policy and/or to conduct these audits so that they 
can take advantage of industry best practices. 

Can an employer require an employee to remove a social media post?  If he refuses, can 
the employer terminate him for violating company policy?  The answers depend on whether the 
employer had a social media policy and disseminated it to employees before the employee made 
his post.  The employer wouldn’t be able to discipline him if he wasn’t given notice of the 
restrictions on social media use that the employer intended to impose on its employees so that’s 
the first question. 

 Let’s assume an employer has a social media policy in place, and that its policy prohibits 
employees from sharing confidential information online or making disparaging or false 
statements.  If an employee’s social media statements disparage his employer, could the 
employer require the employee to remove his post, and if he refused, terminate him, citing the 
company’s social media policy?  The answer is probably not. 

The restaurant chain Chipotle found itself in a similar situation that became the subject of 
a decision by the National Labor Relations Board or “NLRB” when the employee filed a 
grievance after he was terminated.  In that case, a disgruntled Chipotle employee tweeted about 
having to work on a snow day when most of the city was shut down, and posted other tweets 
criticizing the company about working conditions.  Chipotle asked the employee to delete the 
posts, and after the employee refused, terminated him for violating its social media policy, which 
prohibited employees from sharing confidential information online or making disparaging or 
false statements about Chipotle. 

When the case came before the NLRB judge, the judge noted that Section 7 of the NLRA 
guarantees employees the right to engage in concerted activity for the purpose of collective 
bargaining or other mutual aid or protection.  “Concerted activity” under the NLRA is activity 
where an employee is engaged with or on authority of other employees, and online activity such 
as posting on social media where employees are discussing the workplace can qualify as 
“concerted activity.”  The judge noted that while “mere griping is not protected” by Section 7, 



what qualifies as activity for the purpose of collective bargaining or other mutual aid or 
protection is a highly fact-specific inquiry that will vary from case to case. 

In the Chipotle case, the NLRB judge found that Chipotle’s social media policy was 
unlawful and unenforceable, holding that its prohibitions on employees disclosing “confidential 
information” or making “disparaging statements” about Chipotle were vague and could cover 
activities that would be protected by Section 7.  What about the part of Chipotle’s policy that 
prohibited employees from making false statements?  The judge took issue with that provision, 
too, finding that the NLRA protects employees even when they make false statements, as long as 
those statements were not made maliciously. 

The key takeaway is that an employer probably could not enforce a social media policy 
that prohibited its employees from sharing confidential information online or making disparaging 
or false statements about the company.  The lesson for in-house lawyers is that in drafting your 
company’s social media policy, you need to avoid provisions that are overly broad or could be 
considered vague such that they could be read to prohibit employees from engaging in activities 
that are protected by Section 7 of the NLRA. 

What about an anonymous post from an employee appearing on a popular site where 
employees post anonymous reviews of their companies? 

While the post is made anonymously, because the employee has made a post from her 
work computer, the company’s IT department could identify her – and yes, most companies can 
do that now so a word to the wise.  Assuming an employer knows which of its employees made a 
post, can the company lawfully terminate her for disparaging the company in violation of 
Faster’s social media policy, or is she engaged in activity that is protected by Section 7 of the 
NLRA?  An employer likely can terminate the employee without violating the NLRA because 
this type of case differs from the earlier one in two key respects.  First, to be protected concerted 
activity, the employee must be acting with the authority of or on behalf of others to further 
mutual aid or protection -- mere griping by oneself is not protected.  Second, posting on a 
company review website that only allows for one-way anonymous posting, and not two-way 
posting or discussion by employees, does not qualify as “concerted activity” by the employee 
under Section 7. 

 A company called IXL Learning, Inc., faced a similar situation that illustrates both 
distinctions.  IXL terminated a transgender employee after he anonymously posted the following 
on Glassdoor.com, a popular company review site: “[m]ost [IXL] management do not know 
what the word ‘discrimination’ means . . . [and] if you’re not a family-oriented white or Asian 
straight or mainstream gay person with 1.7 kids who really like[s] softball – then you’re likely to 
find yourself on the outside.”  IXL discovered the post and terminated the employee on the 
grounds that his post demonstrated poor judgment and ethical values. 

After the employee filed a claim under the NRLA, the NLRB judge found for IXL, 
holding that the company did not violate the NLRA by terminating the employee because the 
comment was purely personal in nature and his “tantrum” amounted to a “childish ridicule” or 
“gripe.” The judge also found that to be protected concerted activity, the employee must be 
acting with the authority of or on behalf of others to further mutual aid or protection, and that 



mere griping by oneself is not protected.  Finally, the judge found that because Glassdoor — 
unlike Facebook, Twitter, Instagram or Tumblr — only allows for one-way anonymous posting, 
not two-way posting or group discussion, the employee’s act of posting to Glassdoor did not 
qualify as “concerted activity” by the employee under Section 7.  Based on cases like IXL, and 
distinguishing this situation from the one Chipotle faced, Faster Airlines probably can terminate 
this employee for making this post without running afoul of Section 7 of the NLRA. 

Now consider a case where the marketing department posts a message on a company’s 
official social media feed criticizing a competitor about its pricing.  In the old days, the notion 
that a major a company would issue a public statement brazenly calling out a competitor would 
have been unthinkable.  But today, where social is becoming the media of choice and companies 
are looking for ways to attract attention and appeal to an increasingly younger demographic, 
snarky posts have become more common, even by large and established companies.  Indeed, 
Burger King and Wendy’s are just two examples of established companies that have been using 
snark and humor in social media posts directed at each other and other rivals.  Here’s a Twitter 
exchange to give you a “flavor” for what it’s like in the social media trenches these days in the 
Burger Wars: 

After Wendy’s posted on its Twitter feed a promotion for its new 4-piece meal for $4, 
Burger King upped the ante by adding a 5th piece – a cookie – and tweeting back “5 for $4, 
because 5 is better than 4.” When asked by a customer in a tweet “Wendy’s what are you firing 
back with,” Wendy’s cheekily tweeted in response: “edible food.”  While Wendy’s reply 
certainly was funny, can this sort of posting lead to legal liability?  The answer is possibly yes. 

Taken literally, Wendy’s tweet is a claim made and communicated to the public implying 
that Burger King’s food is not edible, which, of course, isn’t literally true, and could be argued to 
disparage Burger King and its products.  While Wendy’s certainly would argue that its comment 
was made in jest and was not intended to be taken literally, if Burger King didn’t have a sense of 
humor, it could file claims that Wendy’s tweet was enough to state a claim for trade libel or 
perhaps for false advertising or unfair competition.  The point is that social media posts -- even 
ones that are intended to be funny -- potentially can be used by the target to support claims 
against your company in a future litigation. 

If the statements about a competitor are literally true, there’s no legal risk, right?  Not 
necessarily, because not all legal risks from social media posting are readily apparent, 
particularly to the marketing department whose job it is to promote the company’s services.  
What if you know – but your marketing department doesn’t know – that the Department of 
Justice has been investigating your industry over claims of price fixing collusion? It’s not going 
to be helpful for the company to have made a post on social media suggesting that it has been 
talking to a competitor about prices.  To a regulator, a sentence such as “We’ve been telling you 
for years that customers shouldn’t be charged to fly early” could be read to suggest 
communications between the companies about pricing.  The key point is that social media posts 
are risky because they may be used against your company as evidence, for example, to establish 
the company’s knowledge, to contradict internal company documents or testimony, or as an 
admission by the company. 



A few examples involving the rapper 50 Cent will drive this point home.  50 Cent filed 
for bankruptcy protection back in July 2015.  As you may know, once you file for bankruptcy 
protection, a stay is put on the assets and the party filing for bankruptcy is required to provide 
listing of all monies and assets left for creditors.  In this case, after providing the list, 50 Cent 
subsequently posted photos on Instagram that made it look questionable whether he disclosed all 
of his assets.  50 Cent posted a picture of himself posing with stacks of cash in $100 bills, even 
going so far as to spell out the word “BROKE” with stacks of $100 bills.  A few weeks later, in a 
tweet and related Instagram post, 50 Cent stated: “My crib is almost finished in AFRICA. I’m 
gonna have the craziest housewarming party ever” referring to a picture of a large home being 
built. 

Guess who saw these posts?  Turns out his creditors were following and reported the 
posts to the bankruptcy court. The bankruptcy judge called 50 Cent into court to explain himself.  
50 Cent told the court that the $100 bills were just “prop money” and that “[j]ust because I am 
photographed in or next to a certain vehicle, wearing an article of clothing, holding a product, 
sitting next to what appears to be large sums of money or modeling expensive pieces of jewelry 
does not meant that I own everything in those photos.”  In any event, 50 Cent later came to an 
agreement with his creditors.  While we don’t know the specifics of that agreement, it certainly 
did not help 50 Cent’s situation that these posts caught the attention of his creditors and the 
bankruptcy judge. 

So, what should in-house counsel do about social media posting by their companies?  The 
first thing is to recognize that posting on social media can create corporate speech and potential 
liability issues, and that the contents of those posts can be used against the company, for 
example, to support claims of libel or defamation, or used against the company in a current or 
future litigation.  The second thing is to put into place a process by which all social media 
posting by your company is reviewed by the legal department prior to posting.  Like the Faster 
Airlines example, even a social media post that is truthful can be misinterpreted and create legal 
issues for the company that the legal department is in the best position to identify and assess.  
Having a robust social media pre-approval process in place should help you identify and avoid 
posts that could cause serious problems for your company. 

What if you learn from your marketing department that your company’s page includes 
complimentary reviews that were not exactly unsolicited.  Perhaps the marketing department has 
been running a promotion where customers who tag the company in their posts are entered into a 
drawing to receive a prize.  Is this a problem?”  In a word, yes, it is a big problem. 

Because social media posts that promote a company, its products or services is 
advertising, the posts must be truthful and not deceptive, the advertiser must have evidence to 
back up its claims (a/k/a “substantiation”) and the posts cannot be unfair.  The FTC considers 
posts by third parties who have a relationship with a company they are promoting to be deceptive 
unless the posts clearly and conspicuously disclose the nature of that relationship.  Giving 
anything of value to a third party in return for making a post – money, free goods or services and 
even entry into a contest to win a prize – creates a relationship with the company that must be 
disclosed.  If neither the company nor its customers disclose that the customers were entered into 
a contest to win a prize in exchange for making these posts, the company could be fined by the 
FTC for engaging in false advertising. 



But even if the company had realized that disclosure of the contest was required, how 
could the company ensure that customers who posted would include the required disclosures in 
their posts?  For a contest that is open to all, the company should include in the contest rules the 
disclosure requirement along with sample disclosure language and require participants to certify 
that they have complied with the rules when they enter the contest or else be disqualified.  In 
cases where your company has an agreement with a specific endorser or advertising company, 
you should include in the contract terms that the endorser or advertising company make any 
necessary disclosures and allow your company to audit and monitor compliance.  In cases where 
required disclosures were not properly made by third parties, the FTC generally has imposed 
more lenient penalties if the company’s agreement with the endorser or advertising company 
required compliance with FTC guidelines and allowed for monitoring compliance. 

Ok, now you know when to disclose, how do you disclose?  We know the disclosure 
needs to be “clear and conspicuous” and the FTC decides if a disclosure is “clear and 
conspicuous” by looking at five guidelines.  First, how close is the disclosure in proximity to the 
claim it is qualifying – is it right next to the claim in the post or is it separated by a lot of text 
such that readers might miss it?  Second, how prominent is the disclosure – is it in bold, is it 
highlighted as a hashtag, so that readers are sure to notice it?  Third, is the disclosure 
unavoidable, in other words, is it always visible whenever the post is visible or does the user 
have to scroll down or click a link to see it?  Fourth, do other items in the post distract attention 
from the disclosure?  It’s not OK for you to bury the disclosure in the middle of other text or 
among a dozen hashtags.  Fifth, is the language of the disclosure understandable to the intended 
audience?  The FTC has given specific guidance that “#sp” or “#spon” are not sufficient, that 
terms like “#promoted,” “#promotedby” or “#broughttoyouby” are too vague, while “#ad,” 
“#sponsored” and “#contest” are sufficiently clear. 

Now that you know the rules, I’m going to show you two real world examples of 
disclosures to see if you can tell whether they are sufficiently “clear and conspicuous.” 

Of all the labels that have been applied to Kim Kardashian over the years, “FTC 
compliant” is probably not the first one that comes to mind . . . but that’s just what she is in this 
post where she promotes Airbnb in return for giving her a free stay at a New York penthouse.  
Her disclosure “Thanks @airbnb for the gift of our home away from home” checks all the boxes 
– it appears as a part of her post promoting Airbnb, it’s prominent, unavoidable, nothing in the 
post unduly distracts from the disclosure and the disclosure conveys the message that Ms. 
Kardashian is promoting Airbnb in exchange for receiving a free stay at an Airbnb property. 

Now compare with an Instagram post by Gwyneth Paltrow where she tags Airbnb and 
says “who knew?? Such a beautiful trip.  Adios Vallarta. Hasta la proxima!”  It isn’t clear if the 
stay was comped, but if it was, such language would probably not be FTC compliant. 

In the next one, Cole Haan ran a contest asking consumers to post five pictures of their 
favorite Cole Haan shoes and their favorite places to wander and tag them with “#Wandering 
Sole.” The most creative entrants would receive a $1,000 prize.  Is it enough for the consumer to 
have tagged her post “#Wandering Sole” to have “clearly and conspicuously” disclosed that her 
post was prompted by Cole Haan’s contest?  According the FTC, who issued a warning to Cole 
Haan over similar posts by its customers, the answer is “no.”  The FTC found that adding 



“#Wandering Sole” to the post – like adding “#promoted” or “#promotedby”— was too vague to 
clearly convey the message to users that “Wandering Sole” is a contest sponsored by Cole Haan.  
Even though users could view a description of the contest by clicking on the link embedded in 
the hashtag, if users must scroll down or click on a link to see the disclosure, the FTC generally 
will find the disclosure insufficient as it did in the Cole Haan case.   

What did the FTC say Cole Haan should have done differently?  It should have required 
consumers to include a hashtag such as “#contest” or “#sponsored” in their posts to make it clear 
that the post was solicited by Cole Haan as part of a contest.  This is the same guidance you 
should give to your marketing team to ensure that your customers’ posts “clearly and 
conspicuously” disclose the relationship between your customers and the company.  Of course, 
fans of your company can tweet, post photos or blog about the company without disclosure if 
they are doing so on their own initiative and did not receive money, free samples or any other 
form of compensation from the company.  On the other hand, employees of the company of 
course have a relationship that would need to be adequately disclosed when they do any posting 
that promotes the company or its services.  Now that you know the rules, you can work closely 
with your marketing team to determine if there is any relationship between users who are 
promoting your company on social media and if so, to ensure that the company and these users 
“clearly and conspicuously” disclose the relationship as required by law. 

The fact that your company’s employees likely will be posting about your company and 
its services brings us back to where we started, which is the need for all companies in today’s 
world to have a social media policy in place and to conduct periodic audits to ensure that its 
policy is up-to-date and being followed.  So, what is a good social media policy and how do you 
ensure it remains current? 

A good social media policy provides clear guidelines to employees on what is appropriate 
to post about the company on social networks, both the company’s official social media outlets 
as well as employees’ personal accounts.  To be effective, a social media policy should do at 
least four key things.  First, it should be comprehensive in its coverage because if your policy 
doesn’t cover a use of social media that your company ends up wanting to prohibit, you likely 
won’t be able to enforce that prohibition against your employees until you have amended your 
social media policy and communicated those changes to your employees. The need for a 
comprehensive policy also means that your policy needs to evolve as both technology – in terms 
of new platforms and ways of sharing information -- and the law -- that always lags behind the 
technology – continue to evolve.  As one just example, all messages sent via Snapchat used to 
disappear automatically after 10 seconds but now, users can choose to have their “snaps” remain 
on the site for viewing by others as long as they choose.  This change by Snapchat should change 
how your company thinks about the rules you have for employees who use Snapchat to post 
information about your company.   

Second, your social media policy should be based on how your company and your 
employees actually use social media.  In other words, a social media policy that waxes poetic 
about balancing competing objectives of promoting your company by sharing information with 
customers with keeping important information about the company confidential isn’t going to be 
as useful as a policy that tells employees exactly what information about the company they are 
permitted and not permitted to disclose and on what platforms.  Your social media policy needs 



to be a specific, hands-on, how-to guide that employees can follow rather than a dry set of 
objectives or rules that aren’t closely tied to how your employees use social media. 

Third, your policy needs to inform employees that their social media posts mentioning 
the company or its services may qualify as advertising in which case, their posts must be truthful 
and not deceptive, backed up by evidence if the post includes a claim, and the posts cannot be 
unfair.  Employees also need to understand when disclosures are needed to make a post not 
deceptive and what those disclosures need to contain to be sufficient under applicable law.  For 
example, “clear and conspicuous” disclosure of the employee’s relationship with the company. 

Finally, your social media policy should not contain any overbroad provisions that might 
render the policy illegal or unenforceable.  As learned from the Chipotle case, a social media 
policy that prohibits employees from generally sharing confidential information online or 
making disparaging or false statements about the company is likely unenforceable because it can 
be read to prohibit employees from engaging in activities that are protected by Section 7 of the 
NLRA.  As such, you need to craft your social media policy carefully to specifically define what 
conduct your company needs to prohibit without sweeping more broadly than necessary to 
achieve that goal. 

Once you have your social media policy in place, the next step is to review it periodically 
– at least annually – to ensure that it is up-to-date and that your employees are complying with it.  
At the end of that review, you’ll almost certainly need to modify your social media policy to take 
into account changes in technology, the law or decisions by regulators such as the FTC, that 
affect what your social media policy can and should prohibit.  Often, outside lawyers can be 
helpful in conducting these social media policy reviews and audits because we see dozens of 
policies from companies in many different industries, which allows us to offer guidance on how 
best to deal with problems that many companies face in this important and evolving area.  If your 
company has never conducted a social media audit, it’s time to do so before your assistant rushes 
into your office to show you something that was just posted on-line about your company that you 
would prefer never to see. 

We’ve covered a lot in our short time today, and I’m confident you’ll now be able to spot 
the most common traps for the unwary arising from your company’s use of social media and to 
advise your company how best to avoid them.  That said, there are many more traps for 
companies that use social media than we had time to discuss today. 

For example, if a customer tags your company in a photo he took of your product, can the 
company repost that photo on its website or do you need the customer’s permission first?  Does 
the answer change if the photo includes images of the customer’s minor children?  Can 
companies trademark hashtags and if so, do we need to do a trademark search before our 
company includes a hashtag that we don’t control in one of our posts?  While the list of questions 
raised by social media use by companies and their employees may seem overwhelming, you are 
not alone as other companies are confronting these same issues and help is available.   

I hope you enjoyed today’s presentation and thanks for joining me. 
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Essential IP for the Nimble GC:  
Copyright Takedowns, Shakedowns and the DMCA Safe Harbor 

 
The Digital Millennium Copyright Act (or DMCA) and its safe harbor provisions were passed in 1998.  
Title 2, The Copyright Infringement Liability Limiting Act (OCCILA) codified in section 512 of the 
Copyright Act is often known as the DMCA Safe Harbor, or YouTube Exception.  Under particular 
conditions, this exception can immunize internet service providers from copyright infringement 
liability.  Its provisions have fostered the development of many Web 2.0 businesses such as YouTube, 
Facebook, Pinterest, Twitter and others (and has prevented them for being sued out of existence).  At 
the same time, however, Hollywood studios, record labels, book publishers, video game developers, 
photographic archives and other content owners have long rued its existence.  As in-house counsel it is 
helpful to understand how these provisions affect your company’s online activity. 
 
Pre-DCMA Copyright Law 
 
• Three theories of copyright liability 

o Direct liability - plaintiff must show that they own a valid copyright, that the defendant 
accessed their work, and that there's substantial similarity between the allegedly infringing 
work, and the allegedly infringed work. 

o Contributory liability – a party is liable for infringement if they helped materially contribute 
to someone else's copyright infringement and they did so with knowledge. 

o Vicarious liability - a party is variously liable for someone else’s infringement if they have 
the right and ability to affect the infringer’s actions and they directly benefit in a financial 
manner from said activities. 

• In Sony v Universal, a 1984 case involving the long extinct Betamax home video cassette recording 
device, the Supreme Court rejected claims by the Hollywood studios that Sony should face liability 
for infringing actions of consumers using its VCR. In the process, the court carved out something 
called the Sony Safe Harbor providing manufacturers of technologies capable of significant non-
infringing use such as the Betamax protection, insulating them from contributory liability so long 
as the manufacturer lacks actual knowledge of infringing uses of its device. 

• Despite the existence of the Sony safe harbor, early internet litigation created a real threat of 
copyright liability for online service providers.  Case law threatened to chill development of the 
internet, as the threat of online infringement liability for online service provides could stifle 
innovation and suppress emerging technologies.  The DCMA was passed in response. 
 

Application of the DCMA 
 
• The DCMA provides a safe harbor for (1) transitory digital network communications (conduit 

networks, like Verizon and Comcast); (2) system caching on networks (activities that ISPs engage 



in to create copies of material for faster access); (3) information residing on systems or networks at 
the direction of users (user generated content such as YouTube, Facebook, Pinterest, Tumblr, 
Twitter, and any other manner of web 2.0 website); and (4) the information location tools 
exemption (websites linking to infringing content). 

• The DMCA safe harbor has several major requirements before an online service provider can take 
advantage of it: 

1. A qualifying ISP must fit under one of the four categories of covered organizations. 
2. An online service provide MUST register a designated agent for receipt of take down 

notices with the Copyright Office. To do so, you must file the proper paperwork and pay 
the proper fee with the US Copyright Office. Failure to do so results in a loss of your 
DMCA safe harbor.  PERIOD, no exceptions. 

3. An ISP must show that it has no actual knowledge of infringement on its network. 
4. An ISP must also show that it has no red flag knowledge of infringement on its network and 

that it has not acted with willful blindness towards infringement on its network. 
5. Any ISP that is taking advantage of the 512(c) safe harbor must respond promptly to 

substantially proper DMCA take down notices and must remove and disable the materials 
that are complained of. 

6. ISPs must also adopt a policy and reasonably implement that policy to terminate the 
accounts of repeat infringers. 

7. ISPs cannot receive financial benefit and have the right and ability to control the 
infringement. 

8. ISPs must accommodate and not interfere with standard technical measures used by 
copyright owners to identify or protect their works. 

• The DMCA safe harbor gives copyright owners the ability to send take down notices to ISPs 
infringing their content.  The notice must contain your signature, the identity of the allegedly 
infringing work, the identity of the allegedly infringed work, the claimant's contact information, a 
statement of good faith belief that the use of the material is not authorized, a statement that says 
that the material in the notice is accurate and under penalty of perjury that the complaining party is 
authorized to act on behalf of the owner as an exclusive right allegedly infringed. 

 
Response to a DMCA Take Down Notice 
 
• Once the take down notice is received, to maintain its DMCA safe harbor the ISP must promptly 

remove promptly or disable access to the infringing materials or face infringement liability itself. 
• In assessing your response, you would want to consider the validity of the rightsholder’s claim—

for instance, whether the sender of the takedown notice was actually a copyright owner or holder of 
enforceable exclusive rights in a copyright, whether your work actually infringes on the copyright 
by reproducing, publicly distributing, publicly display or publicly performing the copyrighted 
work, and whether your use could be excused by an affirmative defense such as fair use. 

• If the use is likely to be infringing, you would likely accept the strike against your account and 
affirmatively conduct an audit of your page to ensure that there aren’t other infringing works on 
there that might lead to infringement liability and termination of your account under the DMCA. 

• However, if there is reason to question the merits of the takedown notification, you should consider 
serving a counter-notification. The impacted user has the option of filing a counter notification by 
providing similar information as the initial take down notification and the addition of a statement, 
under penalty of perjury, that they have a good faith belief that the material was mistakenly taken 
down.  With receipt of a counter notification, an ISP then has not less than 10 but not more than 14 
days to re-enable access to the infringing materials, unless the copyright holder files a federal 
infringement suit. 



Challenges of the DMCA Safe Harbor Provisions 
 
• Copyright holders and their in-house counsel find the massive burden of policing unfairly falls 

almost entirely on copyright holders.  Some companies have had to hire huge staffs of employees 
dedicated solely to the preparation of takedown notices and related follow-up works. 

• Takedown notices are too easy for infringers to evade.  A rightsholder might send a takedown 
notice for a popular work that is infringed and, although it might be taken down, the same user can 
easily create a new account on the same service or go to another service and infringe the work 
again or another user might infringe the work. 

• Various provisions of the safe harbor are extremely vague and are therefore rife for exploitation by 
online service providers and users.  For example, section 512 does not specify how quickly 
removal of materials must occur, what constitutes a repeat infringer, and how service providers are 
to count ‘strikes’ against an infringer. 

• Users of copyrighted materials online may see their materials removed even if a takedown notice is 
flawed.  Although users have the ability to file a counter-notification under such circumstances, 
some users are unaware of their counternotification rights.  In fact, many political groups have 
exploited the DMCA regime to have the materials of their online foes improperly removed in the 
lead up to elections. 

• Fair use is a hazy issue, statutory damages and liability in copyright law can be massive, and few 
users have the monetary resources and appetite for risk to fight a takedown notification and 
vindicate a fair use right.  As a result, users will often just kowtow to a rightsholder and not bother 
with counter notification, even if they believe what they've done is truly fair use. 

• Section 512(f) is meant to prevent DMCA abuse by either rightsholders or users of copyrighted 
content.  Specifically, the statute provides that any person who knowingly materially misrepresents 
that materials are or are not infringing shall be liable for any damages including cost and attorneys’ 
fees incurred by the misrepresentation. As long as a rightsholder truly believes a use is infringing 
or a user truly believe a use is fair, they will never face section 512(f) liability.   

 
Concerns of Rights Holders 
 
For content owners, the DMCA could be more vigorous in several respects: 
 

• Copyright owners would like to see the notice-and-takedown regime transform into a notice-
and-STAYDOWN regime, claiming that the technology is there for service providers to 
identify infringer materials and proactively prevent them from going up on their sites in the 
first place. 

• Content owners have also lobbied for the red flag knowledge requirement to be expanded. 
• Content owners have bemoaned the fact that courts have used a different definition of what 

constitutes a ‘right and ability to control’ under the DMCA safe harbor than they did under the 
common law vicarious liability standard. 

• They’ve called for a reversal of the part of the Viacom holding that rejects calls for service 
provides to take commercially reasonable steps to respond to a generalized awareness of 
infringement on their network. 

• They've called on clarification of the repeat infringer standards and the expeditious removal 
standards to eliminate the games played by ISPs in response to counting takedown 
notifications. 
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Imagine that your company has a social media page where you publish marketing 
and other video content relating to your company and its products.  Today, you 
received something called a “DMCA Takedown Notice” from the social media site 
that hosts your company’s page.  This notice, which was sent on behalf of some 
entity you’ve never heard of, alleges that one of the marketing videos on your 
company’s page infringes its copyright and demands that it be taken down.  Or, to 
put the shoe on the other foot, imagine that you’re a copyright holder and your find 
that a company is using your creative materials online to promote their business 
without your permission.  What should you do?  Today, I am going to offer you 
guidance on how the DMCA operates and how savvy in-house counsel can best 
help guide their companies through the DMCA’s various complexities so you can 
answer questions like these.  First, we’ll examine what the DMCA and its safe 
harbor are by providing an overview of the various types of copyright infringement 
liability, the treatment of new technologies and copyright liability prior to the 
DMCA and the DMCA’s thin blue line in balancing innovation and enforcement.  
Second, we’ll assess how the DMCA and its notice and takedown regime work by 
looking at the mechanics of the regime, by identifying the particular challenges 
facing in-house counsel for rightsholders, internet/online service providers (also 
known “ISP”s or “OSP”s, and users of copyright content, and by examining how 
the extant jurisprudence (including the Second Circuit’s YouTube case and the 9th 
Circuit’s LiveJournal case) has highlighted these issues.  In particular, we’ll 
examine key issues that in-house lawyers face when their company finds itself in 
the middle of a copyright battle whether as a copyright holder, online service 
provider or user of copyrighted content. 
 
Let’s begin with some background. The Digital Millennium Copyright Act (or 
DMCA) and its safe harbor provisions were passed in 1998 and have five different 
sections. The relevant section we’ll be discussing is Title 2: The Copyright 
Infringement Liability Limiting Act, OCCILA codified in section 512 of the 
Copyright Act. This is often known as the DMCA Safe Harbor, or YouTube 
Exception, which, under particular conditions, can immunize internet service 
providers from copyright infringement liability.  Its provisions have fostered the 
development of many Web 2.0 businesses such as YouTube, Facebook, Pinterest, 
Twitter and others (and has prevented them for being sued out of existence); at the 



2 
 

same time, however, Hollywood studios, record labels, book publishers, video 
game developers, photographic archives and other content owners have long rued 
its existence. 
 
There are few important points to note about section 512. First, the immunization 
generally relates to monetary damages, not injunctive relief.  
 
Secondly, the immunization applies to copyright claims, not other types of 
intellectual property claims like trademark or patent claims, or any other causes of 
action.  
 
Importantly, the DMCA Safe Harbor analogous to another piece of legislation 
passed around the same time:  the Communications Decency Act, which contains a 
safe Harbor in Section 230 (47 USC 230) that protects online service providers 
from defamation, negligence, discrimination and other tort claims and state 
criminal violations related to information originating from third parties.  
 
Critically, the CDA doesn't cover intellectual property claims. So, the DMCA Safe 
Harbor plugs in one of those holes by providing protection on copyright claims that 
the CDA does not.  
 
The DMCA does have other sections, but we going to focus on the Safe Harbor 
provisions, which have become the DMCA’s most controversial and significant 
section. 
 
To understand the DMCA safe harbor fully, it’s important to first examine the 
world prior to the enactment of the DMCA and the issue with online infringement 
liability that Congress was attempting to address with the DMCA.  With this in 
mind, we’re going to begin by presenting a brief overview of the three major 
theories of copyright infringement liability recognized by courts and how those 
theories were applied in the early days of the Internet. 
 
First, there is direct liability, that is the most common form of liability. To prove 
direct liability, one needs to show as a plaintiff that they own a valid copyright, 
that the defendant accessed their work, and that there's substantial similarity 
between the allegedly infringing work, and the allegedly infringed work.  
 
However, courts have recognized also two different forms of what is called 
secondary, or indirect, liability. The first is contributory liability. Someone is liable 
under a contributory theory of infringement if they materially contributed to 
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someone else's copyright infringement and they did so with knowledge. Second, 
there is vicarious liability, which is grounded in the idea of respondeat-superior 
from Tort law. A party is vicariously liable for someone else’s infringement if they 
have the right and ability the infringer’s actions and they derive a direct financial 
benefit said activities.  
 
In both cases of secondary liability, there needs to be an underlying act of direct 
infringement by someone, and then you need to show a link between that someone 
and the defendant. Both of these two types of indirect liability have been 
recognized because courts began to notice that it would be unfair to simply hold 
only people liable for direct infringement liability. Frequently, there are people 
who effectively encourage others to engage in infringement and they should face 
consequences for damages as well. 
 
Now, in the world before the DMCA, there were several important pieces of 
litigation regarding these theories of secondary liability where rightsholders sought 
to hold manufacturers of technology liable for uses that consumers may make of 
their products. The most famous case is Sony v Universal, a 1984 Supreme Court 
case involving the long extinct Betamax home video cassette recording device.  By 
a single vote (in a 5-4 decision), the Court rejected claims by the Hollywood 
studios that Sony should be liable for infringing actions of consumers using its 
VCR. In the process, the court carved out something called the Sony Safe Harbor 
that basically said that manufacturers of technologies capable of significant non-
infringing use such as the Betamax would be protected and insulated from 
contributory liability. 
 
The metes and bounds of the Sony safe harbor were tested in two modern cases 
involving the internet, A&M Records v. Napster and MGM v. Grokster. In both of 
those cases, the court limited the applicability of the Sony safe harbor. In Napster, 
of course, the court found that early p2p file sharing software Napster had actual 
knowledge of the infringements occurring on its network, and therefore Sony did 
not apply.  I other words, the Sony safe harbor did not cover defendants who had 
actual knowledge of specifics instances of infringement using their technology.  
And in MGM v. Grokster, the court found that the owners of Grokster, a P2P 
service allowing mass infringement of copyrighted works, were basically inducing 
infringement and the Sony safe harbor would not cover defendant who were 
inducing infringement.  In other words, the defendants were aware that their 
business model thrived on infringing activity, they held themselves out as a 
Napster substitute, and they failed to develop filtering tools. As a result, they 
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induced infringement on their network, and therefore did not enjoy the benefits of 
the Sony Safe Harbor. 
 
But despite the existence of the Sony safe harbor, early internet litigation created a 
real threat of copyright liability for online service providers.  In a 1993 case, 
Playboy Enterprises, a court issued a preliminary injunction against a BBS 
operator because Playboy photographs had been uploaded on the system, despite 
the operator's lack of knowledge, and despite the operator's removal of the photos 
when he did acquire knowledge. This set up the specter that online service 
providers might face liability for the actions of their users, even if they don't have 
knowledge of them. 
 
A second case made this threat even more real. In Religious Technology Center v. 
Netcom, the Church of Scientology's religious technology center sued an internet 
service provider, Netcom, for allegedly infringing materials. The materials at issue 
were the works of L. Ron Hubbard and they had been uploaded by Netcom users to 
a Usenet group. Although the court found that Netcom couldn't face vicarious 
liability for its user’s actions, it left open the possibility that Netcom could face 
contributory liability for those same actions.  
 
These two cases threatened to chill development of the internet, as the threat of 
online infringement liability for online service provides could stifle innovation and 
repress emerging technologies. These fears are magnified by several factors.  
Copyright infringement, particularly in a world of network computers at 
everyone’s fingertips, is ubiquitous and severe.  While in the past, one needed a 
printing press to infringe a copyright, we all have printing presses at our desks (in 
the form of computers), in our pockets (in the form of smartphones), and around 
our hands (in the form of smartwatches).   Technology not only makes it very easy 
to violate the exclusive rights granted under Section 106 of the Copyright Act, it 
has also improved the monitoring of infringing activities and made tracing of 
infringement activities even simpler. Finally, and perhaps most significantly, 
liability for copyright infringement can be severe. Direct infringement is a strict 
liability regime, meaning there is no mens rea requirement to have damages 
assessed against you. On top of that, there is the threat of statutory damages, which 
can amount to up to $150,000 per willful act of infringement.  
 
We now turn to the specific terms of the DMCA safe harbor, which to four major 
areas of online service providers, as codified in Sections 512 (a), (b), (c), and (d) of 
the Copyright Act. First, there's a safe harbor for transitory digital network 
communications. This is basically conduit networks, like Verizon and Comcast. 
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There's 512 (b), an exemption for system caching on networks. This basically 
relates to activities that ISPs engage in to create copies of material for faster 
access. Third, there's an exemption for 512 (c), information residing on systems or 
networks at the direction of users. This is what's known as the user generated 
content safe harbor. In other words, this is the big one. This is the one that impacts 
YouTube, Facebook, Pinterest, Tumblr, Twitter, and any other manner of web 2.0 
website. Finally, there's 512 (d), the information location tools exemption, which 
basically creates a liability exemption for websites linking to infringing content. 
Our focus, not surprisingly, is going to be 512 (c), the user generated content 
component.  
 
The DMCA safe harbor has several major requirements before an online service 
provider can take advantage of it and, as in-house counsel for companies operating 
online, it is critical to know these requirements and to ensure compliance.  In 
particular, some of the areas require strict compliance.  In other areas, courts have 
been a little less demanding in terms of how complete compliance must be.  
 
First, of course, a qualifying ISP must fit under one of these four buckets that I just 
mentioned:  It must either be a transitory digital transmission network, it must 
perform system caching, it must engage in storage of information at the direction 
of a user, or it must provide information location tools. So, the exemption only 
applies to ISPs performing one of those four functions for the performance of one 
of these functions.  
 
Second, and this is one where the issue is black and white, an online service 
provide MUST register a designated agent for receipt of take down notices with the 
Copyright Office. To do so, you must file the proper paperwork and pay the proper 
fee with the US Copyright Office. Failure to do so results in a loss of your DMCA 
safe harbor.  PERIOD, no exceptions.  Importantly, the Copyright Office recently 
changed its regulations, and as part of its updating process to create more digital 
records, it now requires re-registration of one’s agent every three years. Again, 
failure to do so will result in the loss of the DMCA safe harbor.  
 
Third, an ISP must show that it has no actual knowledge of infringement on its 
network.  
 
Fourth, ISP must also show that it has no red flag knowledge of infringement on its 
network and that it has not acted with willful blindness towards infringement on its 
network.  
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Fifth, any ISP that is taking advantage of the 512(c) safe harbor must respond 
promptly to substantially proper DMCA take down notices and must remove and 
disable the materials that are complained of. Expeditious removal of complained of 
materials is a requirement of the DMCA.  
 
Sixth, ISPs must also adopt a policy and reasonably implement that policy to 
terminate the accounts of repeat infringers.  
 
Seventh, the ISP cannot receive financial benefit and have the right and ability to 
control the infringement.  
 
Eighth, they must accommodate and not interfere with standard technical measures 
used by copyright owners to identify or protect their works. 
 
In other words, there are a lot of hoops to jump through as an ISP in order to 
qualify for the safe harbor, so compliance can be a significant challenge in-house. 
On the flip side, for in-house counsel at content companies, despite its many 
frustrations, the safe harbor is indeterminate and can constantly be poked and 
prodded at for potential lines of attack on any number of these grounds.  
 
To answer our question at the outset of this talk about how to handle a DMCA 
takedown notice, we need to examine the actual mechanics of the notice and take 
down procedure under the DMCA. As I mentioned before, the DMCA safe harbor 
gives copyright owners the ability to send take down notices to ISPs infringing 
their content. For example, let’s say you are a copyright owner and a video of 
yours is placed on YouTube by an unauthorized user.  As the copyright owner, 
either you or your authorized agent can send a takedown notice to YouTube’s 
registered DMCA agent to request removal of the infringing materials.  The notice 
must contain or substantially contain your signature, the identity of the allegedly 
infringing work, the identity of the allegedly infringed work, the claimant's contact 
information, a statement of good faith belief that the use of the material is not 
authorized, a statement that says that the material in the notice is accurate and, 
under penalty of perjury, that the complaining party is authorized to act on behalf 
of the owner as an exclusive right allegedly infringed. If you do this, you have sent 
a proper takedown notice under the DMCA and now an OSP is officially on notice 
about infringement on its network.  To maintain its DMCA safe harbor, the ISP 
must then promptly remove or disable access to the infringing materials or face 
infringement liability itself.  Thus, the initial burden for enforcement under the 
DMCA is placed on content owners. They must scour the internet, find 
infringements, and serve take down notices. The burden then shifts upon the 
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sending of take down notices to ISP to comply with those take down notices and 
remove materials.  
 
Importantly, there is a counter notification process that is built-in as a safeguard 
against any abuse of DMCA take down notices. Upon receipt of a takedown 
notification, an ISP must take reasonable steps to notify whoever's materials are 
going to be removed that they received the take down notice.  Then, the recipient 
of a takedown notification (which could be, for example) a company with a 
YouTube channel or a business with a Facebook page) has the option of filing a 
counter notification.   
 
A proper counternotification requires a recipient of a takedown notice to provide a 
statement, made under penalty of perjury, that they have a good faith belief that the 
material was mistakenly taken down, i.e. it was fair use or the sender of the 
takedown isn’t the copyright holder. The counternotification also must include a 
statement that the filer of the counternotification is consenting to the jurisdiction of 
the federal court in which they live or, if they're not in the United States, to the 
federal court in which the ISP is found should litigation result. With receipt of a 
counter notification, an ISP then has not less than 10 but not more than 14 days to 
re-enable access to the infringing materials, unless the copyright holder files a 
federal infringement suit.  
 
If the claimant files suit, the material stays down. If the claimant doesn't file suit, 
the ISP puts the materials back.  
 
So, let’s go back to the hypothetical situation we presented in the introduction 
where your company receives a DMCA takedown notification.  In assessing your 
response, you would want to consider the validity of the rightsholder’s claim—for 
instance, whether the sender of the takedown notice was actually a copyright 
owner or holder of enforceable exclusive rights in a copyright, whether your work 
actually infringes on the copyright by reproducing, publicly distributing, publicly 
display or publicly performing the copyrighted work, and whether your use could 
be excused by an affirmative defense such as fair use.  If the use is likely to be 
infringing, you would likely accept the strike against your account and 
affirmatively conduct an audit of your page to ensure that there aren’t other 
infringing works on there that might lead to infringement liability and termination 
of your account under the DMCA.  However, if there is reason to question the 
merits of the takedown notification, you should consider serving a counter-
notification and perhaps even assess whether it might be worth filing a declaratory 
relief suit in a favorable jurisdiction to deem you non-infringing and to even seek 
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damages under section 512(f)—a provision we’ll discuss shortly—if there is 
reason to think that the entity serving the takedown notice had subjective bad faith 
in so doing.  
 
All told, the safe harbor attempts to balance technology innovation and intellectual 
property enforcement but, in so doing, it has faced significant criticism from the 
many lawyers, companies and individuals dealing with its various nicities.   
 
We're now going to examine the key problems and challenges that copyrights 
holders, online service providers and users of copyrighted content have 
experienced with the safe harbor regime. 
 
First, from the point of view of copyright holders and their in-house counsel, the 
DMCA system is broken. Why? Because the massive burden of policing initially 
falls almost entirely on copyright holders. They must scour the internet day and 
night to find instances of infringement and then comply with the specific terms of 
section 512 to send out proper takedown notifications. For companies with content 
libraries with materials that are regularly infringed online without permission, the 
requirements of the DMCA can be daunting and onerous.  Some companies have 
had to hire huge staffs of employees dedicated solely to the preparation of 
takedown notices and related follow-up works. 
  
On top of that, the take down regime is not entirely effectual, even when material 
is taken down, Takedown notices are too easy for infringers to evade.  A 
rightsholder might send a takedown notice for a popular work that is infringed and, 
although it might be taken down, the same user can easily create a new account on 
the same service or go to another service and infringe the work again or another 
user might infringe the work. In other words, copyright owners and their counsel 
face a whack-a-mole problem.  Just as one infringement is snuffed out, dozens 
more can spring up.  Moreover, users can file completely illegitimate counter 
notifications, thereby forcing that the infringing materials go back up online, unless 
a copyright holder is willing to undertake the high expense of litigation—an action 
that places another burden on rightsholders and their counsel. 
 
Finally, various provisions of the safe harbor are extremely vague and are therefore 
rife for exploitation by online service providers and users.  As we noted earlier, 
section 512 does not specify how quickly removal of materials must occur, what 
constitutes a repeat infringer, and how service providers are to count ‘strikes’ 
against an infringer.  ISPs have been accused of playing games with these 
definitions. With respect to repeat infringers, some online service providers have 
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implemented quite laxed policies.   Until recently, Cox Communications had a 13-
strike policy.  Not surprisingly, it resulted in only a handful of terminations for 
Cox’s millions of users over the course of several years and, ultimately, was struck 
as inadequate by the Fourth Circuit in BMG v. Cox (2018). As an industry 
standard, many companies have adopted a three strikes policy.  In other words, if a 
user gets caught infringing three times, then their account is terminated. But what 
ISPs call a strike varies. Some companies, for example, will say that multiple 
infringements on one DMCA take down notice counts only as one strike. Other 
companies will say that multiple DMCA take down notices sent over the course of 
a day or two days only count as one strike. Finally, there's ambiguity as to the 
amount of time that recipient of a takedown notice has to respond to it.  48 to 72 
hours is the industry standard, but there’s no clear rule.  
 
The most famous decision under the DMCA—the second circuit’s holding in 
Viacom v. YouTube—illustrates some of the frustrations that rightsholders face 
under the safe harbor.  In the case, of course, Viacom sued YouTube for over a 
billion dollars claiming that YouTube was liable for all of the infringing activity on 
its network. The case was litigated up and down between the Southern District of 
New York and the Second Circuit for approximately six years and, ultimately, 
despite facing some threat of liability, YouTube settled the matter without any 
money exchanging hands.  Although the Second Circuit ultimately reversed a grant 
of summary judgment for YouTube, it effectively eviscerated many of Viacom’s 
theories of liability in the case.  Perhaps most significantly, the court found that 
both the red flag knowledge and willful blindness prong of the DMCA safe harbor 
actually required specific knowledge of specific acts of infringement, not a 
generalized awareness of infringement. Thus, red flag knowledge only exists if the 
“provider was subjectively aware of facts that would have made the specific 
infringement ‘objectively’ obvious to a reasonable person.”  Additionally, the court 
actually blessed YouTube's repeat infringement policy, which only counted one 
strike against users when a single DMCA take down notice contained multiple 
infringement or when multiple takedown notices were sent against a user within a 
two-hour period. Not surprisingly, therefore, the YouTube ruling has made it much 
more difficult for content owners to prevail against online service providers to 
remove their DMCA safe harbor. 
 
All the while, ISPs face significant challenges under the DMCA.  
 
The recent Mavrix v. LiveJournal case out of the 9th Circuit illustrates some of 
these critical challenges facing ISPs looking to preserve their safe harbor.  In the 
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interest of full disclosure, my partners at One LLP and I were lead counsel on the 
district court and appeal in the case.  
 
Deemed as the “West Coast edition of Viacom v. Google" by the Hollywood 
Reporter, the LiveJournal case addressed several key issues in ways that raised 
concerns for online service providers.  In the case, the ninth circuit reversed a grant 
of summary judgment on the safe harbor in favor on online social networking site 
LiveJournal, thereby resurrected infringement claims brought by photography 
agency Mavrix.  First, the holding suggested that LiveJournal’s use of unpaid 
moderators to actively review user posts could defeat claims by the website that 
infringing posts came “at the direction of users” and could impute actual 
knowledge of infringement, so as to undermine qualification for the safe harbor.  
Second, the Ninth Circuit held that the existence of watermarks on copyrighted 
content could provide a website with red flag knowledge that material might be 
infringing.  Third, the court held that extensive review and curation of posts on a 
website could means that a website possesses the “ability and right to control” 
activity on its network and therefore faces loss of any safe harbor.  To online 
service providers, the LiveJournal decision puts them between a rock and a hard 
place.  On one hand, they face a great deal of pressure (both to assuage 
rightsholders and to improve their business models) to moderate and supervise 
their content more actively.  On the other hand, under the LiveJournal precedent, if 
they do so, that can lead to an increased, rather than decreased, chance of losing 
the safe harbor. 
 
Finally, we turn to issues facing users of copyrighted materials online.  This group 
includes not only individuals but also many companies (such as YouTube channel 
operators) that act as users of copyrighted materials online. Users and their counsel 
should be aware of several significant problems with the DMCA take down 
regime. First, as noted above, users may see their materials removed online even if 
a takedown notice is flawed.  Although users have the ability to file a counter-
notification under such circumstances, some users are unaware of their 
counternotification rights (and ISPs are not under an obligation to notify users of 
this right).  Moreover, a counternotification will only restore the materials after a 
period of delay (up to 2 weeks), meaning that their materials may be inaccessible 
for a particularly critical period of time.  In fact, many political groups (from pro-
choice and pro-life activists to various sides of the debate on gay marriage) have 
exploited the DMCA regime to have the materials of their online foes improperly 
removed in the lead up to elections.  The victims of these takedown notices have 
had their materials restored—but only after the election, meaning they effectively 
had their speech muzzled at the most critical time.  For example, in an election 
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cycle a few years ago, NPR used takedown notices to remove an online ad from a 
group called Stand for Marriage Maine, which was using an NPR clip in an ad 
opposing gay marriage. Meanwhile, the National Organization for Marriage used 
DMCA takedowns to remove an online segment of the Rachel Maddow show 
which had used clips from a National Organization of Marriage ad to critique the 
positions of those who stand against marriage equality.  And the National 
Organization for Marriage was on the receiving end of a takedown notification 
from online blogger Perez Hilton for excerpting one his posts in a piece the 
Organization put together in opposing marriage equality. Instead of engaging in 
free speech to convince the public of the merits of their respective views, 
organizations of the front lines of leading political and cultural issues are waging a 
proxy war against each other through the prism of copyright law by raising 
infringement claims through the DMCA. 
 
Secondly, fair use is a hazy issue, statutory damages and liability in copyright law 
can be massive, and few users have the monetary resources and appetite for risk to 
fight a takedown notification and vindicate a fair use right.  As a result, users will 
often just kowtow to a rightsholder and not bother with counter notification, even 
if they believe what they've done is truly fair use.   
 
Now let’s return to the hypothetical mentioned at the introduction.  Except, this 
time, you represent the entity whose work has been infringed.  In addition to 
weighing a possible infringement lawsuit right off the bat, you would want to 
consider serving a properly formatted takedown notice to the social media website 
hosting the infringing content so that it will be removed.  Be sure that you have a 
proper claim to copyright ownership, that the use is infringing and that the use 
being made is unlikely to constitute fair use.  If the social media website hasn’t 
removed or disabled access to the infringing materials within 72 hours, follow up 
with them to confirm receipt of your notification and to remind them of their 
obligations to maintain their safe harbor.  In the event that the infringing company 
responds with a counternotification, you’ll have to make the hard choice of either 
letting the material go back up or filing suit in federal court in order to force the 
materials back down.    
 
Now notice that I emphasized the need to consider fair use and to assure that the 
materials are truly infringing before sending out the takedown notification.  I did 
that because, quite importantly, there is a provision in the DMCA—section 
512(f)—that provides a private cause of action to deter overzealous enforcement 
efforts and disingenuous efforts by infringing to avoid takedown notifications.  In 
short, section 512(f) is meant to prevent DMCA abuse by either rightsholders or 
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users of copyrighted content.  Specifically, the statute provides that any person 
who knowingly materially misrepresents that materials are or are not infringing 
shall be liable for any damages including cost and attorneys’ fees incurred by the 
misrepresentation.  
 
However, before relying on section 512(f), it’s important to note several key 
aspects of the provision.  Consider the most famous decision on section 512(f):  the 
case of the dancing baby.  A number of years ago, Stephanie Lenz put up a 
YouTube video of her young toddler dancing to Prince’s song “Let’s Go Crazy.”  
Prince and his label, Universal, didn’t take kindly to the unauthorized use of the 
song and sent a takedown notice.  Believing that her actions were firmly protected 
by the fair use doctrine and that Universal had acted improperly, Lenz sued 
Universal for violation of section 512(f) for improperly stating that her use was 
infringing.  The case ended up before the 9th Circuit and, in a pyrrhic victory for 
users, the court held that all takedown senders must consider the fair use defense 
before sending a notification.  Why was this a pyrrhic victory for users?  Because 
of the other part of the decision, where the Ninth Circuit reaffirmed the rule that 
only a showing of SUBJECTIVE bad faith could meet the knowing 
misrepresentation standard for liability under section 512(f). In other words, so 
long as a copyright holder truly believed that materials were infringing, or a user 
truly believed that their materials were fair use, even if it was contrary to the vast 
majority of case law and even plain reasoning by the average, ordinary reasonable 
person, they could not be in violation of section 512F. Given that fair use is a 
particularly murky defense and one can find all kinds of case law out there to argue 
virtually anything is or isn’t fair use, the holding in Lenz effectively set up a Kool 
Aid defense to any section 512(f) claim.  As long as a rightsholder truly believes a 
use is infringing or a user truly believe a use is fair, they will never face section 
512(f) liability.   
 
So for both users and rightsholders, future reform of the DMCA might include 
revitalization of section 512(f).  This could occur through substituting an objective, 
rather than subjective, bad faith standard.  Also, because courts have deemed the 
actual damages available under section 512(f) quite limited, one might also 
consider whether it would make sense to make statutory damages available to 
prevailing plaintiffs in section 512(f) claims, just as they are available to prevailing 
plaintiffs in infringement claims.   
 
From the point of view of ISPs, there may be better ways to protect technological 
innovation without the threat of massive copyright liability. In particular, as we’ve 
noted, the DMCA creates a very strange incentives for ISPs. Pre-notice--in other 
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words, before they receive a takedown from a copyright owner—service providers 
have a very strong incentive to draw users to their sites with luring content, 
infringing or otherwise. The DMCA rewards the ISPs to a blind eye to 
infringement and, in many instances, not to proactively implement moderation 
policies or hashing/screening technologies.  The DMCA also makes ISPs reluctant 
to police user accounts on their own.  As Annemarie Bridy has noted, terminating 
any customer's access is a distasteful prospect for a service provider because every 
user's continued access translates into revenue from the provider, and users whose 
access is terminated can usually take their business to a competitor.  Thus, the 
DMCA seems to incentivize service provides to be less proactive than we might 
like in affirmatively removing materials without right holder notification or 
preventing the initial uploading of infringed materials in the first place. 
 
Then, post-notification, all of a sudden, the ISPs are called into action.  Since they 
are immunized from liability so long as they engage in good faith removal of 
materials, they will often remove materials whether they are ultimately infringing 
or not.  There is little incentive for the service providers to consider fair use.  
Instead, post-notification, they are incentivized to act aggressively on copyright 
claims—perhaps too aggressively in order to preserve their safe harbor. Such a 
schizophrenic state of affairs arguably prevents online service providers from 
becoming full partners with rightsholders in achieving a balance between 
innovation and enforcement.   
 
This leads to our final subject:  the concerns of rightsholders.  For content owners, 
the DMCA could be more vigorous in several respects.  First, copyright owners 
would like to see the notice-and-takedown regime transform into a notice-and-
STAYDOWN regime, claiming that the technology is there for service providers to 
identify infringer materials and proactively prevent them from going up on their 
sites in the first place.  Widely available digital fingerprinting technology and 
hashing software could allow for identification of copyrighted works and the 
implementation of system to ensure they do not get reuploaded. 
 
Second, content owners have also lobbied for the red flag knowledge requirement 
to be expanded. As we saw with the Viacom case, courts have read the DMCA’s 
red flag knowledge requirement stringently, suggesting it only applies to red flag 
knowledge of specific infringements, not a generalized awareness of infringement 
on the network.   
 
Third, content owners have bemoaned the fact that courts have used a different 
definition of what constitutes a ‘right and ability to control’ under the DMCA safe 
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harbor than they did under the the common law vicarious liability standard.  They 
argue there’s no good faith basis for so doing and that the vicarious liability 
standards pre-internet should be adopted in the internet environment. 
 
Fourth, they’ve called for a reversal of the part of the Viacom holding that rejects 
calls for service provides to take commercially reasonable steps to respond to a 
generalized awareness of infringement on their network. 
 
Finally, they've called on clarification of the repeat infringer standards and the 
expeditious removal standards to eliminate the games played by ISPs in response 
to counting takedown notifications. 
 
For content owners, the upshot is simple:  technology companies now worth 
billions of dollars have been exploiting creative content without authorization and 
without permission, and they've been growing their businesses on the back of that. 
All the while, they have either not paid the content owners at all or paid them what 
the rightsholders view as severely are below market rates. To rightsholders, the 
DMCA should not allow service providers to get away with such a state of affairs.   
 
In conclusion, as you can see, there are myriad challenges for in-house counsel for 
content owners, service providers and users of copyright content in navigating the 
DMCA safe harbor.  Despite these challenges, the advice I‘ve shared with you 
today should assist the next time your company is faced with a DMCA issue, and 
until Congress decides to provide more clarity or reform the current system.  And, 
while the case for reform has been made from parties on all sides, it is worth 
remembering an old saying from the dispute resolution world.  According to that 
maxim, “The best solution is one where all the parties are equally upset.”  The 
DMCA appears to have achieved that much.  So perhaps no change is needed at 
all.  Thank you very much. 
 
 
 
 
 
 


