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[ssues to Confront & Big Picture Deliverables

* The relationship between attorney and investigator is critical. Not
only the fate of the case, but the reputations, careers and futures of
both lawyer and investigator can hinge on the most seemingly
insignificant acts or omissions.

 The investigator must understand what the lawyer requires, and
must be well-versed in the increasingly complex menagerie of
applicable federal, state and local laws and regulations defining the
boundaries of private sector investigative activities.

* The lawyer must adequately inform the investigator of all relevant
circumstances and review both the information required, and how
it will be obtained.



PI's Legal Duties

* Regulated industry in many states

California requires 6,000 hours of paid work under another’s supervision, Cal B &
P Code 7250 et seq.

Illegal to imply one is a state or federal official
Illegal to trespass, harass, hack, bribery

Illegal to tamper with mail

Illegal to do any act of dishonesty or fraud.

« Knowingly hiring one who is unlicensed is a misdemeanor. Cal. Bus. &
Prof. Code § 7523(b).

 Thus if hiring must make sure the agent has complied with its licensing
requirements otherwise misdeeds may lead to issues, evidentiary
preclusions or third-party negligence claims for hiring (if things get ugly).



The Lawyer’s Legal Duties - Insurer?

 Actions of agents acting under an attorney’s direction can be
imputed to the lawyer. Duty to supervise. Cal Rule 3-110A.

* Criminal and civil cases demonstrate this transcends ethics
obligations to the bar and can create actual criminal and/or civil
exposure for the lawyer.

* Even if not civil or criminal exposure, case risks in terms of
evidence exclusions.

* So must know the myriad legal regimes that may be implicated by
work of a PL.



PI Work Creeps Over Myriad Regulated Legal

Areas - Criminal & Civil

* GPS tracking laws. Cal Penal Code § 637.7

 Federal Driver Privacy Protection Act, 18 U.S.C. § 2721.
* Federal and state computer hacking laws

 Federal and state voice recording laws

* State laws related to filming interiors of houses and state invasion of
privacy laws

* Lies or fake business to trick people can trigger fraud laws as lies are
protected First Amendment speech only in the non-commercial context

e Ethics Bar rules



Basic Issue

Given the number of laws, this means myriad ways of gathering
information on a person are now highly regulated, both in civil and
criminal legal regimes.

Myriad basic fact-gathering type activities require knowledge and
caution...



Tracking Today: GPS & Cal. Penal Code § 637.7

* Rule: “No person or entity in this state shall use an electronic
tracking device to determine the location or movement of a person.
As used in this section, ‘electronic tracking device” means any
device attached to a vehicle or other movable thing that reveals its
location or movement by the transmission of electronic signals. A
violation of this section is a misdemeanor.”

« Limited exceptions: law enforcement or registered owner, lessor, or
lessee consent.

* If you want to tail someone in public, do so the old Sherlock
Holmes way - actually follow them.



“Get their information from your buddies at the

DMV...”

Federal Driver’s Protection Privacy Act of 1994, 18 U.S.C. § 2721

A law that limits when state DMVs may disclose personal
information contained in a person’s motor vehicle record, including
title, registration, or identification cards.

Covers photographs, social security numbers, DL number, even
name and address (but not zip code), phone numbers, medical
information.

Exceptions: law enforcement, subpoena, insurance investigative
claims, consent.

Note: various states also regulate, some more inclusively.




“But the smoking gun is on his laptop...”

 Cal Penal Code 502: crime to “knowingly accesses and without
permission takes, copies, or makes use of any data from a
computer, computer system, or computer network, or takes or
copies any supporting documentation, whether existing or residing
internal or external to a computer, computer system, or computer
network.”

» Civil liability for such violations also

 Case law created some confusion about scope as illustrated by 2
cases



Two California cases

* People v. Lawton, 48 Cal.App.4™ 11 (1996): affirmed unauthorized access
conviction where library patron used the public terminal, intended by the
library for patrons to search the library's electronic card catalog, to
instead “bypass security and penetrate levels of software not open to the

public.”

« Contrasting that is Chrisman v. City of Los Angeles, 155 Cal. App.4th 29
(2007), rejected violation where police officer “misused the dlzpartment's
computers to get information to which he was entitled when performing his
job, but retrieved it for non-work-related reasons.”

 General rule that distills: Access to computer system to gain information
where one has authority to access for some reasons will not violate 502 if
that same material is accessed for non-work reasons. But access to
computer systems or databases where one never has a right to access or
see is a violation even if the access is done through use of public terminal
(to open a backdoor).




But unauthorized computer access also regulated

under federal law...

* Computer Fraud & Abuse Act, 18 U.S.C. § 1030

* General rule: prohibits acts of computer trespass by those who are not
authorized users or who exceed authorized use. It creates criminal and
civil liability for whoever intentionally accesses a computer without
authorization or exceeds authorized access, and thereby obtains
information from any protected computer.

* Differs to state law because it is violated in 2 ways: (1) obtaining access
without authorization or after access rights are revoked; or (2) obtaining
access with authorization but then using that access improperly (contrato
state police case).

* Result: no intrusion of any kind into anyone’s computer to gather the
proof even if it is a system that is ok to access for some reasons. Only
access systems for reason permitted to do so, nothing else.

 Safety Tip: so much of evidence that relates to legal disputes in the
modern world falls within heavily protected areas —inside computers or
phones or offices — that legal discovery is the answer, not extra-judicial PI
discovery where a PI may trip these complex, nuanced lines.




Nosal En Banc 676 F.3d 854 (9t Cir. 2012)

* Existin emploglees use their login credentials to get emTployer trade
secrets to transfer to 3d party for competing business. They had the right
to login but their company policy forbade disclosing confidential
information.

* Criminal indictment; dismissed on basis that the actions could not be
deemed to have “exceeded authorized access”

* Bottom Line: CFAA targets unauthorized procurement of information not
authorized access to systems where information is then misappropriation

* Held: those with access rights to a system do not trip the CFAA when they
wander to areas they are not allowéd within the same systems, especially
iven modern internet era where T&C routinely limit all sorts of behavior
at should not be converted to criminal conduct.

» EG: Facebook does not allow you to let third parties login to your account; if you let them,
do they face liability now? No.



Facebook v. Power Ventures

 Users join Power and they aggre%ated all the users’ social media accounts
to one page and users can see all teeds

* Power begins promotional campaign to get Facebook users to join
« Had existing clients message other users with form emails
» Took ,used and copied data form within Facebook

e Facebook sends cease and desist as violative of their T&C because as a
third party they could not piggy back off their clients to do advertising.

* Then blocks Power IP address; Power switches IP addresses to get
around block.

* Computer trespass under CFAA? Statutory Issue:” Knowing access of
Facebook’s computers without authorization?

 Held: Initial grant by Power users to use their Facebook network was not
improper, but oncé C&D letter rescinded their right to use other users’
accounts for their campaigns it’s continued access was without
authorization



Real World Analogy

“Suppose that a person wants to borrow a friend's jewelry that is held in a
safe deposit box at a bank. The friend gives permission for the person to
access the safe deposit box and lends him a key. Upon receiving the key,
though, the person decides to visit the bank while carrying a shotgun. The
bank ejects the person from its premises and bans his reentry. The gun-
toting jewelry borrower could not then reenter the bank, claiming that
access to the safe deposit box gave him authority to stride about the bank's
property while armed. In other words, to access the safe deposit box, the
person needs permission both from his friend (who controls access to the
safe) and from the bank (which controls access to its premises). Similarly, for
Power to continue its campaign using Facebook's computers, it needed
authorization both from individual Facebook users (who controlled their
data and personal pages) and from Facebook (which stored this data on its
physical servers).” Id.at 1068



Harmonizing the 2 cases

* Exceeding authorized access is not violative; accessing without
authority is actionable.

* The “exceeding vs without” line is fine.

* One who has right to see/access/touch data BUT then does
something improper/violative with the data is not tripping CFAA.
One who has no right to access/see/touch and does so does trip.



Audio recording them in the act...

* States regulate the ability to record your call with another without
consent, one-party versus all-parties.

 Cal is exemplary rule that requires consent of all parties to the call
before recording, otherwise it is a civil and criminal violation.
Penal Code 632 ($2,500 fine and one year in prison)

* But never can you record as a non-participant (unless all parties
agree). That enters federal wiretapping. 18 U.S.C. § 2511, 2512



All-Party States Vs. One-Party states

 All-Party: California, Connecticut, Florida, Illinois, Maryland,
Massachusetts, Michigan, Montana, Nevada, New Hampshire,
Pennsylvania and Washington.

* One-party: Other 38 states, DC, and federal law.

* TIP: So don’t ever record without consent pre-recording if the
jurisdiction does not allow it. Civil and criminal exposure. Don’t
ever record as a non-party via your Pl. Pellicano & Christensen case



[ can stand on the public sidewalk and video record or
photo them in a house ... or drone record ... that’s surely

fair game right?.....

Privacy laws: “ Any person who looks through a hole or ppenin%, into, or otherwise views, by means of
any 1n’strumentali¥y, including, but not limited to, a perlsCOEe, elescope, binoculars, camera; motion
picture camera, or camcorder, the interior of a bedroom, bathroom, changing room, titting room,
dressing room, or tanning booth, or the interior of any other area in which the occupant has a
reasonable expectation ot privacy, with the intent to'invade the privacy of a person or persons

inside.” Cal. Penal Code § 647(k).

“A person is liable for physical invasion of privacy when the person knowingly enters onto the land or
into the airspace above the land of another person without permission or otherwise commits a trespass
in order to capture any type of visual image, sound recording, or other physical impression of the =
plaintiff engaging in a private, personal, or tamilial activity and the invasion occurs in a manner that is
offensive to a reasonable person.” AND/OR “A person is liable for constructive invasion of privacy
when the person attempts to capture, in a manner that is offensive to a reasonable person, any ttype of
visual image, sound recpr.dinﬁa or other physical impression of the 1plam’clff engaging in a private,
Fersonal,.or tamilial activity, rough the use of any device, regardless of whether there is a physical

respass, if this image, sound recording, or other éohfgsmal impression could not have been achiéved
without a trespass unless the device was used.” CCP 1708.8

Streisand case outlier and unique facts.

Safety tip: video/photo only in public of people in public. Don’t physically trespass to private propert
{ /’F Video-treyspas% into ap%vegce horge either. Stregm}l]d holging vgas narl%w to tge pery

and record. Don
broader public purpose of the photographer there, and won’t apply in PI cases ever.



So you put on a disguise to trick a subject...

* General Invasion of Privacy Rule: Offensive conduct aimed at
gathering information by way of feigning relationships or other
deceptions to build personal rapport with subject and infiltrate
their confidences can rise to level of an invasion of privacy.

 PI Specific Rule (CA Law): No act of dishonesty or fraud. Bus. &
Prof. Code § 7538(b) § 7561.4

 Binds lawyers relying on them.

 Scope is staggering as to what could be deemed dishonest...failing to overtly
identify purpose of inquiry, pretending to be a buyer when not a real buyer.

» Unresolved but Noble-Redner-Wayne are broad and could portend problems in
those activities that could lead to evidence exclusions or liability even



Three Major Cases, Each Extending the Prior

* Wayne v. Bureau of Private Investigators & Adjusters, 201 Cal. App. 2d 427
(1962).

* Facts: PI visited accident victims at home and misled them about who had retained
him.; no overt lie but failed to disclose and allowed mistaken belief in interviewee; 1

suspended because “a disposition to deceive, betray, and mislead the interviewees. In
other words, there was a lack of complete integrity.”

* Redner v. Workmen's Comp. Appeals Bd., 5 Cal. 3d 83 (1971).

* Facts: Pl acted as friend of injured worker, got him drunk, took horseback riding to
show no injury, victim has civil claim and gathered evidence excluded.

 “deceitful conduct...PI may well make an intrusion into the individual’s right of
privacy which would be objectionable or offensive to the reasonable man...action for
damages against intruders.”

* Noble v. Sears, Roebuck & Co., 33 Cal. App. 3d 654 (1973).

» Facts: by deception got to hospital room and got witness address; civil liability and
lawyers could have vicarious liability.

e “unreasonablyv intrusive investigation mayv violate a plaintiff’s right to privacv.”



See also

* Taus v. Loftus, 40 Cal. 4th 683, (2007) (allegations that interviewer for article obtained
personal information about subject from her foster mother through misrepresentations
stated claim for invasion of privacy).

* Johnson v. K mart Corp., 311 Ill. App. 3d 573 (1st Dist. 2000) (using PIs who posed as
employees who solicited highly personal information such as family problems, health
problems, sex lives, future work plans and attitudes raised fact question regarding
invasion of privacy).

 Philadelphia Bar Association Professional Guidance Committee Opinion 2009-02
(March 2009) (use of third party by attorney to gain access to Facebook or Myspace
account of witness without revealing third party's association with attorney was
deceptive)
http.//www.philadelphiabar.org/WebObjects/PBARead Only.woa/Contents/VWWebServerResources/CMSRes
ources/Opinion_2009-2.pdf



So what can PI's safely do?

Public record analysis.

Open transparent investigations identifying themselves and principals.

Posing to engage in transactions to gather evidence flirts with case law
and lines and is heavily untested

« Gross misstatements and personal intrusions, socially offensive type behavior will
be invasion of privacy

* More mundane private commercial/sting transactions less likely to be held IOP.

Physical observations, overt or covert, in public areas only.

* Posing and lies in buys may be OK but breadth of case law (doe sit really hinge on
particularly outrageous acts to invade privacy and hence constitute dishonest
behavior?) is unclear and untested



Hollywood Round 1

PI Pellicano & Attorney Christensen

Wiretaps, Attorney Client Privilege Invasions,
and Federal Prison




The Facts

828 F.3d 763 (9t Cir. 2015) (affirming conviction)

Pellicano a well known PI in Hollywood for gathering information.

Attorney Christensen has Client Kerkorian. Client in custody battle with
his ex over child paternity. Client’s case needed to show Client was not
father.

Attorney Christensen hires Pellicano to wiretap ex wife. Pellicano
intercepts conversations between ex and her family, friends and lawyers.

Attorney Christensen paid $186,000 to Pellicano in service fees.

FBI, from another case, started monitoring Pellicano. Upon search
warrant, got 30 recoreded calls between Pellicano and Christensen where
Pellicano secretly recorded their discussions of the wiretap and substance
of the recordings.



The Legal Fallout for Lawyers

 Federal indictment for conspiracy & interception of wiretapped communications. 18
U.S.C. § 2511:

Absent consent (or other relevant exemptions), per se illegal to intentionally intercept
communications over the wires. Additional penalties for subsequent disclosures and/or uses of such
intercepts.

* District Judge at Sentencing;:

“There is no question that the base offense level does not begin to account for the scope of this particular

crime, the invasion of the attorney-client privilege, and the direct and collateral damage to the justice

system, as well as the massive invasion of privacy it represents. The Court finds a three level upward
eparture is appropriate.”

* 21 month sentence increased to 36 month sentence because of abuse of public trust as a
lawyer and because Christensen was the master of the PI's efforts:

* Christensen told Pellicano to wiretap the ex
* Gave Pellicano his assignments and told him when to stop
* Thus a “leader” and an elevated sentence was affirmed.



Hollywood Round 1: PI Pellicano and Attorney

Christensen

* Major Rule & Practice Pointer: Ignorance of how PI gathers
information won’t absolve you. There is no ability to be an ostrich
so you can claim you had no idea laws were violated. Very nature
of the information transmitted to you can put you on notice of legal
violations by PI.



Hollywood Round 2 - The
Weinstein Scandals

David Boies, Mossad PI's and Rose McGowan




Weinstein Scandal Fallout
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Boise LLP-Weinstein & PI's in Modern Hollywood

* Reported Facts (as of now): lawyer engagement agreement with PI stated
PI to gather information and dirt on potential claimants in litigation.

* What PI's apparently did?

» Pretend to be someone else to gain confidences, create fake social media/bio info.
OK?

 Probably No - IOP and this kind of misleading behavior falls closer to the case law than
arms length commercial transactions. Noble v. Sears, 33 Cal. App.3d 654 (1973); Redner v.
Workers Comp Board, 5 Cal.3d 83 (1971)

* Get copy of manuscript of McGowan’s book. OK?
* No. Federal copyright laws.

* Whether PIs did any of this under actual supervision of a lawyer is
unclear from current record despite an actual engagement agreement.



Possible Attorney Exposure Scenarios

Hypo 1: PI's paid through a firm to create privilege but lawyers were
uninvolved as it was a fake transaction really.

Said David Boies: “We should not have been contracting with and paying
investigators that we did not select and direct. At the time it seemed a
reasonable accommodation for a client, but it was not thought through and that
is my mistake. ”

1. Cal. Ethics Rules place a duty on lawyer to supervise reasonably
hired agents. 3-110A, Discussion. Faux contracts are not exempted in Rule’s
text.

2. Even unknown or unauthorized torts can bind master. Draper v.

Hellman, 203 Cal. 26 (1928). Who's the master?



Possible Attorney Exposure Scenarios

Hypo 2: PIs did that work while supervised by lawyer.

 Allegation of New Yorker: a Boise-Black Cube contract provides for Black
Cube “to obtain additional content of a book which is currently being written
and includes harmful negative information about a client” with $50k bonus if

book was “in readable book...format”

1. Copyright infringement of an unpublished work exposing the copiers to
$150K plus fees in huge copyright liability!

2. Federal and state hacking laws?
3. State trespass laws?

State invasion of privacy laws?



Possible Attorney Exposure Scenarios

Hypo 3: PIs did those actions independent of any lawyer
involvement and against lawyer requests not to do any such acts.

1. Draper Master-Servant holding.

2. Fake contacts - communicating with represented party? Ethics
exposure? Noble.

3. All that aside, negligent hiring/selection exposure.

a. Former Mossad agents...

b. Bonus structure for PI...



Conclusions & Lessons

* Deep covert PI work regularly comes to light in a spectacular fashion so there is
always a huge risk of reputation damage to lawyers and to the case.

* How ajury sees a PI pretending to be a friend where it is really a set u“R]iS a massive issue to
pondgr betore engaging in such subterfuge of fake websites and lies. Who doe sit help and hurt
more?

* Once a Pl is unleashed, you risk being roped into responsibility for illegal actions.
 Criminal, civil and ethics liability.
* Given the highly regulated modern world - unlike Holmes & Watson’s time - in terms

of privacy of financial, credit, computer, audio, video data that one could gather on a
person, almost all areas that contain the secrets you want are regulated.

e If you use a PI, you must

* Know exactly what they are going to do and not do.

* Make sure they stick to legal public records for electronic/historical information gathering and
lawful overt surveillance or buys.

* Make sure they surveil legally vis-a-vis audio and video recording.

* Heavily monitor exactly what they do and how it is done. Courts don’t tolerate
ostrich’lawyers!






Well get me their credit report information from

credit bureau...

 Federal Fair Credit Reporting Act governs background report screening
on individuals and when reports may be provided from the consumer
reporting agencies databases.

* Employment if pre-pull potential employee is informed and written approval
provided.

* Subpoena

* No written consent needed for:

* preapproved firm credit offers to be issued if lender has intent to use info for a credit
offer.

 Investing, insurer evaluation of extant credit risk, bus transaction initiated by consumer

* None really track the nature of PI use in almost all cases, so if such
certifications are improperly made, one can be liable for the false pull.

+ 15U.S.C. §1681b

 There are state analogue laws also in almost all states



